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Note to Readers

Note to Readers
The following report provides analysis of common 
wildlife trafficking detection tools and best practices to 
support successful detection of contraband, with a focus 
on rhino horn products.i The report’s primary goal is to 
support governments, the private sector, and the larger 
enforcement community in selecting the best-suited tools 
based on needs and financial and technical resources. A 
secondary goal is to foster collaboration and information-
sharing to build capacity, improve detection efforts, 
and facilitate criminal prosecutions. Such collaborations 
may lead to support from governments or private/NGO 
stakeholders, but may also inspire parties to share 
knowledge, expertise, best practices, and technology. 

Information can become siloed as the wide range of 
governmental and non-governmental stakeholders work 
to improve their use of detection tools. This report aims 
to pull together current detection tool information from 
multiple sources by providing an overview of publicly-
available information and analyses with additional input 
from experts and stakeholders actively using these tools.

This report uses rhino horn as its primary case study, 
with an emphasis on African rhino species.ii However, 
practitioners working with other illegally trafficked 
species, including many wildlife and plants, may also 
use the tools outlined in this report to detect in-transit 
products. The following discussions about detection, 
information-sharing, and personnel-based tools are 
applicable beyond efforts to detect rhino horn. 

Additionally, in order to truly stop wildlife trafficking, all 
points in the chain must be addressed including consumer 
demand, poaching, transit and shipping, and prosecution. 
While this report’s focus is on specific detection tools, 
authorities and partners must work collaboratively to 
ensure that detection works hand-in-hand with their 
counterparts along other elements of the enforcement 
chain, preserving evidence, communicating in real-time, 
and leading to successful prosecution of criminals. 

Research and interviews were conducted through the 
summer of 2020. Any omissions in content or information 
is unintentional.

In addition to this report, the authors conducted a series 
of virtual workshops in September and October 2020 
to bring together experts and stakeholders working on 
counter-wildlife trafficking efforts. Please contact the 
project team at wildlifeworkshops2020@gmail.com to 
request information from the workshops.

i This report was developed as part of Emerging Wildlife Conservation Leaders Class 8, which focused specifically on rhino conservation. 
ii Although the authors acknowledge that Asian rhino species also face significant poaching threats, this report primarily focuses on African rhino species. 
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Note to Readers

Report Sections
The report is divided into sections based on readers’ 
areas of interest.

Section II. Provides a brief examination of the primary 
challenges to disrupting the rhino horn trade. 

Section III. Provides a detailed summary of several known 
detection tools—sniffer dogs, scanning equipment, 
mobile applications (apps), and artificial intelligence 
(AI)—along with a discussion of their strengths, limitations, 
and considerations for adoption or use. 

Section IV. Provides a summary of information-sharing 
tools typically used by law enforcement agencies 
to facilitate cross-border enforcement, such as 
communications platforms, enforcement databases, and 
information-sharing agreements. 

Section V. Examines personnel-based tools—risk 
management, training programs, and educational 
materials—developed to select, manage, train, and 
educate enforcement personnel. These tools can be 
used to enhance authorities’ effectiveness at detecting 
and prosecuting wildlife crime.   

Section VI. Offers concluding thoughts and overarching 
considerations, providing readers with a succinct 
comparison of available counter-trafficking tools.

Appendices. Provide supporting materials for readers on 
various tools and stakeholders: 

• Appendix 1 - Tools Comparison Chart - An abbreviated 
summary and comparison of six of the primary 
tools discussed in this report. Examines their uses, 
costs, and other relevant considerations to help 
governments and partners better assess their benefits 
and limitations for possible adoption. 

• Appendix 2 - Select Training and Educational 
Materials - A compendium of various training programs 
and educational materials to combat wildlife trafficking 
developed by governments, multilateral institutions, 
and NGOs. 

• Appendix 3 - Stakeholder Guide - A non-exhaustive 
list of parties or experts using particular tools or 
working to combat wildlife trafficking. 
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Executive Summary

Executive Summary
Detection tools are an essential component of a 
successful counter-wildlife trafficking strategy. As large 
quantities of goods and people move across the globe 
every day, governments and supporting partners are 
tasked with the challenge to stop, inspect, and confiscate 
wildlife contraband despite limited resources. Detection 
tools help to meet this challenge by enhancing our ability 
to detect and disrupt the illegal wildlife trade. 

This report analyzes existing and promising new counter-
wildlife trafficking detection tools and best practices to 
identify wildlife contraband, with a focus on rhino horn 
products. Its primary goal is to support governments, 
especially customs and border authorities; the private 
sector; and the larger enforcement community in 
selecting the best-suited tools based on needs and 
financial and technical resources.

This report analyzes existing and 
promising new counter-wildlife trafficking 
detection tools and best practices 
to identify wildlife contraband, with 
a focus on rhino horn products.

Tools not only provide for more rapid detection, but 
greatly enhance enforcement capacity, thereby reducing 
the need for costly solutions such as more personnel 
or bottlenecks deemed unacceptable to a fast-paced 
society, such as long lines at customs or security 
checkpoints. Some help process what the human brain 
cannot, such as sniffer dogs, scanning equipment, or 
artificial intelligence (AI). Others, such as information-
sharing platforms and applications (apps), better connect 
enforcement efforts and put a world of information 
at our fingertips. Personnel-based tools seek to train, 
educate, and manage perhaps our most valuable 
asset—enforcement personnel—while prioritizing limited 
resources towards higher-risk activity.  

This report begins with a brief look at the primary 
challenges to disrupting the illegal wildlife trade through 
the lens of rhino horn trafficking, examining trafficking 

trends, capacity issues, and legal and enforcement 
challenges. Subsequent sections examine various tools, 
including sniffer dogs, technology-based tools (scanning 
equipment, AI, apps), information sharing, and personnel-
based tools (risk management, training programs, and 
educational materials). 

Sniffer dogs are one of the most effective assets used 
to detect wildlife contraband, especially rhino horn. Dogs 
can be trained on a variety of wildlife species and provide 
superior detection skills compared to humans and 
many technologies. Employing these animals requires a 
significant and uninterrupted commitment of personnel, 
time, and financial and operational resources.

X-Ray scanning equipment may be the most well-known 
detection tool, often serving as the first line of defense for 
security and customs agencies. Most equipment in use 
at international airports today can clearly identify organic 
material, and in the case of Computed Tomography 
machines, provide 3-D images of suspected contraband. 

Artificial Intelligence, the newest tool, represents a 
potential game changer in the fight against wildlife 
trafficking. Using computer vision (object recognition) and 
machine learning, AI can facilitate species identification, 
verification of shipping contents/documentation, online 
sales detection, and identify trafficking patterns. AI is 
also unique in that it can enhance other tools, amplifying 
their effectiveness. For example, emerging AI scanning 
equipment technologies can automatically detect 
wildlife contraband in luggage and cargo, flagging them 
for human inspection. AI thus has quite possibly the 
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Executive Summary

greatest potential to enhance our capacity to identify 
wildlife contraband, trafficking routes, and patterns, while 
reducing personnel needs and investigation time.

Applications present the only detection tool described 
in this report accessible to both enforcement authorities 
and the general public. By providing an opportunity for 
rapid identification (particularly with AI) and instantaneous 
reporting of illegal trade or possession of species/
specimens, apps can greatly enhance our ability to 
respond to wildlife trafficking in real-time.

Information-sharing systems are a necessity to ensure 
coordination and collaboration both within and between 
governments to better combat the illegal wildlife trade. 
Secure platforms help governments collect and share 
expertise, intelligence, data, trends, and best practices, 
as well as raise awareness of key developments and 
support more efficient and targeted use of resources. 
Recognizing that detection is only the first step, both 
formal and informal communication systems are critical 
mechanisms to facilitate coordinated cross-border 
investigations, seizures, and ideally prosecutions.

Risk management systems help authorities prioritize and 
focus their efforts on high-risk targets to more efficiently 
allocate scarce resources, while facilitating low-risk 

movements. Officers can likewise employ risk profiling 
techniques to assess risks posed by individual passengers 
and containers warranting further investigation.  

Training programs and educational materials equip 
front-line personnel, especially new employees, with the 
information necessary to operate these tools and use their 
knowledge and intuition to break the trafficking chain. Live 
training programs are particularly valuable by providing 
officers with practical, hands-on experience, simulating 
real-world challenges in identifying wildlife contraband. 
After training, continued support from wildlife and law 
enforcement agencies and real-time communication 
is essential to identify species, detain criminals and 
contraband, and enable successful prosecution. 

There is no one-size-fits-all solution to improving wildlife 
trafficking detection. Not every government or agency 
has the financial, technical, or personnel capacity to 
select every tool available to combat the illegal wildlife 
trade. Nor does every tool work in every situation. With 
these considerations in mind, the intent of this report and 
the accompanying appendices (Tools Comparison Chart, 
Select Training & Educational Materials, and Stakeholder 
Guide) are to offer useful background and resources to 
help governments and partners compare and select the 
tools that best fit their needs.
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Introduction

I. Introduction
Wildlife trafficking is a multi-billion dollar illegal industry, 
often led by transnational organized criminal groups. 
Rampant poaching to fuel the illegal wildlife trade 
threatens the survival of countless species in the wild, as 
well as the security and livelihoods of people dependent 
on wildlife.1  Like many other threatened species, the fate 
of the rhinoceros is inextricably linked to our response to 
this crisis.

Customs and border authorities and wildlife protection 
agencies charged with identifying and seizing contraband 
in transit are key players in enforcement, and are in need 
of access to every available tool to successfully confiscate 
wildlife contraband. Access to tools is particularly 
important along highly-used routes and hotspots for 
security and law enforcement officials, as well as partners 
in the private sector and civil society.

There is good news. Stakeholders 
are increasingly using information-
sharing, new collaborations, 
and a wide variety of innovative 
technologies and tools to detect 
wildlife contraband, catch criminals, 
identify hot spots, implement best 
practices, and provide solutions 
to combat wildlife trafficking. By 
working together, we can save 
imperiled wildlife from illegal trade.
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II. Challenges to Detecting 
Rhino Horn Trafficking
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Challenges to Detecting Rhino Horn Trafficking 

II. Challenges to Detecting Rhino Horn Trafficking 
Reducing or eliminating rhino horn and other wildlife 
trafficking may seem daunting as enforcement efforts 
face many challenges. Criminal networks moving rhino 
horn from source to markets are often coordinated 
by highly-efficient transnational organizations using 
complicated and established routes and methods to 
avoid detection and enforcement. These networks are 
nimble, smart, well-connected, and in some cases, aided 
by corruption. Authorities working to detect and intercept 
rhino horn face a number of challenges, some of which 
are highlighted below.

Trends in Contraband Transit
Identifying and staying current on changing trafficking 
routes, interception points, and concealment techniques 
is critical to intercepting illegal wildlife products in 
transit. By understanding the route a rhino horn travels, 
enforcement officers can identify the most useful tools 
to implement. 

Shifts in Trafficking Routes and Methods

Nearly 80% of the world’s rhino population is found 
in South Africa, which experiences the majority of the 
continent’s rhino poaching.2 Other range states for 
African rhino species include Botswana, Kenya, Malawi, 
Mozambique, Namibia, Swaziland, Uganda, United 
Republic of Tanzania, Zambia, and Zimbabwe.3

Once the animal is poached and its horn removed, whole, 
fragmented, and processed horns make their way to the 
black market. Changing trafficking routes is common 
practice, but patterns have emerged showing some 
countries and territories are repeatedly used as export or 
transit points, including Cambodia, Ethiopia, the European 
Union, Hong Kong SAR, Indonesia, Kenya, Malaysia, 
Qatar, Singapore, Thailand, and the U.A.E. (Figure 1).

Circle size indicates the number of flights carrying illicit wildlife that departed from or arrived in a particular city. Capital cities are used when specific airports are 
unavailable. P. Baine and M. Utermohlen, M., In Plane Sight: Wildlife Trafficking in the Airport Sector, (C4ADS and USAID Reducing Opportunities for Unlawful Transport of 
Endangered Species (ROUTES), 2018). © C4ADS, USAID Routes

Figure 1: Rhino Horn Trafficking Routes by Air in 2017

https://www.traffic.org/publications/reports/in-plane-sight/
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Common interception points must be continuously 
identified and communicated to the many enforcement 
agencies and groups combating wildlife trafficking. Alert, 
well-trained, and well-resourced authorities at these 
points are critical for real-time interception and seizure 
of illegal shipments. Between 2010 and 2017, 2,149 
rhino horns were seized by law enforcement agencies 
globally.4 A majority (79%) of all seizures have occurred 
in six countries/territories: South Africa, China, Viet Nam, 
Mozambique, Hong Kong SAR, and Kenya (Figure 2).

Seizure records imply that smuggling by air 
may be the most common method used to 
transport rhino horn, followed by vehicle, 
sea, foot, and train transport (Figure 3).

Each method poses distinct enforcement challenges, 
which are accentuated by smugglers’ ability to:  

• Use various transportation methods to move 
products through airports where confiscation 
is less likely (e.g., driving distances to airports 
that are not screening for animal products).

• Use circuitous transit routes, luggage drops, 
and exchanges to confuse the trail.

• Target airports with lax procedures or 
that are undergoing expansion.

Map depicting locations and numbers of seizures (in blue) and location and number of seizures that have been linked to a country made elsewhere, either upstream or 
downstream of where the seizure took place (in orange). S. Moneron, N. Okes, and J. Rademeyer, Pendants, Powder and Pathways: A rapid assessment of smuggling 
routes and techniques used in the illicit trade in African rhino horn (Pretoria, South Africa:  TRAFFIC, September 2017). © TRAFFIC

Figure 2: Rhino Horn Seizures (2010 - June 2017)

Figure 3: Frequency of Smuggling Methods Used to 
Transport Rhino Horn 

S. Moneron, N. Okes, and J. Rademeyer, Pendants, Powder and Pathways. 
© TRAFFIC
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2,149 rhino horns were seized by law 
enforcement agencies globally between 
2010 and 2017.5

https://www.traffic.org/publications/reports/pendants-powder-and-pathways/
https://www.traffic.org/publications/reports/pendants-powder-and-pathways/
https://www.traffic.org/publications/reports/pendants-powder-and-pathways/
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• Bribe customs officials, airline staff, and airport police.

• Create false documents to mask illegal shipments. 

During the past few years, wildlife trafficking has occurred 
in nearly every part of the world (Figure 4). The illegal 
wildlife trade is a global issue that continuously poses 

a threat to many species. For more information on 
trafficking routes, please refer to the USAID Reducing 
Opportunities for Unlawful Transport of Endangered 
Species (ROUTES) Partnership report, Runway to 
Extinction: Airports and Airlines in Every Region Can 
Assist with Fighting Wildlife Trafficking.

M. Utermohlen, Runway to Extinction: Airports and Airlines in every region can assist with fighting wildlife trafficking. (C4ADS and USAID ROUTES, April 2020). © C4ADS, 
USAID ROUTES

Figure 4: All Air Trafficking Routes Recorded in the C4ADS Air Seizure Database From 2016 - 2018 

Smuggled rhino horn wrapped in newspaper. 
© South Africa Department of Forestry, Fisheries and the Environment (SA DFFE)

Concealment

Smugglers constantly change the physical make-up 
of rhino horn to avoid detection or being noticed by 
authorities. And while whole horns have been found 
disguised in carry-on or checked luggage (such as 
wrapped in aluminum foil or smeared with other 
substances), smugglers often break the horn down into 
smaller pieces that are easier to conceal. Recent seizures 
have contained products divided into multiple pieces 
or altered into an entirely different item such as beads, 
bracelets, bangles, and bags or containers of rhino horn 
shavings or powder.6 

https://www.traffic.org/publications/reports/runway-to-extinction/
https://www.traffic.org/publications/reports/runway-to-extinction/
https://www.traffic.org/publications/reports/runway-to-extinction/
https://www.traffic.org/publications/reports/runway-to-extinction/
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Examples of Confiscated Rhino Horn

Rhino horn chunks. © SA DFFE Carving made from rhino horn. © Andrew Wegst / WildAid

Confiscated rhino horn. © Alex Hofford / WildAidRhino horn shavings. © SA DFFE

Rhino horn concealed in engine block. © SA DFFERhino horn jewelry. © Wildlife Justice Commission
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Trends in Shipping and Travel 

The magnitude of products being shipped around the 
world at any given time is astounding. Growing volumes 
of luggage, shipments, and people result in more chaotic 
and high-pressure inspection points. Under pressure 
to move quickly at these points, human judgment may 
be affected by the fast-paced environment and may be 
significantly at risk of error. 

Volume of Goods in Transit

In 2018, 793 million TEUs (twenty-foot equivalent 
units) of containers were handled in ports worldwide,7 
making inspections of all containers impossible. In 
addition, before the onset of the COVID-19 pandemic, 
international travel including both business and tourism 
had been increasing. In 2019, international tourist arrivals 
(overnight visitors) worldwide grew 4%, reaching 1.5 
billion.8 This number of people and goods on the move 
provides nearly perfect conditions for wildlife smugglers 
to successfully and illegally transport products. For 
baggage handlers, carriers, and law enforcement mostly 
focused on security and customs regulations, searching 
for and accurately identifying these products while 
managing great volumes of goods and people can be an 
overwhelming task.

Capacity Limitations and 
Information-Sharing Challenges

More proficient officers are not the only solution—
timely and accurate information-sharing is also key to 
empowering enforcement to catch these criminals. 
When available, wildlife seizure data “exists largely in 
partial and incomplete form, or [is] held disparately and 
privately by various intergovernmental organizations and 
enforcement agencies.”9

Across government agencies, communication is often 
lacking or non-existent. Unfortunately, officers often 
find information-sharing difficult and time-consuming, 
ultimately dissuading them from doing it.

Despite challenges, enforcement authorities and 
experts are having success in identifying rapidly-
changing trafficking routes, and are developing 
helpful tools and techniques to increase 
confiscations and penalties. Millions of dollars in 
technology and resources have been invested 
to combat rhino horn poaching and trafficking, 
and are typically focused on specific intersection 
points including: 

• Disrupting criminal networks and identifying 
operating headquarters;

• Enacting and enforcing anti-poaching laws;

• Eliminating consumer demand; and 

• Prosecuting wildlife criminals with 
meaningful penalties.
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Legal and Enforcement Challenges
Governments are addressing wildlife trafficking and 
poaching by enacting laws that strictly enforce sales bans 
or criminalize certain wildlife uses and activities within 
their jurisdictions. Despite these broad advancements in 
law, intrepid traffickers find loopholes, gaps, or act under 
the guise of legally sanctioned activities to facilitate their 
criminal actions.

Inadequate Laws and Prosecution

In many nations, current legal frameworks contain 
loopholes permitting generally condemned activities 
(e.g., trade, hunting, or consumption of certain species) 
or lack penalties with sufficient deterrent value. These 
conditions, combined with a low risk of successful 
prosecution, facilitate traffickers’ ease of operations. 
Further, evidence gathered during confiscation, seizure, 
or arrest must be documented, maintained, and permitted 
for use in court. 

Legal Cover for Illegal Activity

Current legal rhino horn export/import regulations and 
trophy hunting laws may provide cover for traffickers. In 
some cases, the transport, trading, and sale of rhino horn 
within a country is legal, but exporting or importing the 
product is illegal. This further complicates the ability to 
prosecute offenders. Traffickers have previously been 
known to use taxidermy, justifying horns as hunting 
trophies for transport, only to later sell them in consumer 
markets.10 It is worth note, however, that some countries 
have since enacted measures to prevent widespread 
abuse of legal hunting systems.

Traffickers may also claim a product is made from a non-
protected species, such as buffalo, and therefore legal to 
transport and sell. Forensics and DNA science is rapidly 
evolving to better identify the exact species.

Insufficient Coordination and/or 
Enforcement Beyond Seizures

A lack of coordination between agencies within a 
country and internationally often hinders effectiveness 
at combating wildlife trafficking.11 Too often X-ray security 
operators, customs officers, wildlife authorities, and police 
do not effectively communicate. Established protocols, 
and real-time communication and coordination between 
agencies and judicial/prosecutorial authorities are vital 
to secure the chain of custody of evidence, identify and 
arrest traffickers, and lead to successful prosecution. 

While detection and confiscation are vital, they are 
only part of the enforcement chain. The vast majority of 
seizures never result in arrests, or at best only the arrest 
of low level couriers.12 Coordinated law enforcement 
operations, such as controlled delivery, can be a valuable 
tool used as part of a larger investigation to track 
suspected wildlife contraband through transit to its final 
destination.13 Once a product is detected, the decision 
should be made to either seize the contraband on site, or 
trigger an investigation and follow the product along the 
trafficking chain to the end recipient, potentially resulting 
in higher level arrests.14 In this regard, sometimes seizing 
a shipment can risk a broader opportunity to disrupt 
criminal networks.15 

Corruption

Corruption remains a major barrier to effective 
enforcement throughout the developing world, and 
rhino horn trafficking is no exception. As detailed in 
Transparency International’s Corruption Perceptions Index 
2019, Sub-Saharan Africa scores worst (32/100) among 
global regions in perceived corruption, while much of 
Southeast Asia ranks similarly.16 Even within Western 
Europe and the European Union (66/100), numerous 
central European countries are a cause for concern.

Demand Reduction

Although not a detection issue, the need to 
address consumer demand for these products 
must be acknowledged. Eliminating the end-
user, or consumer, will reduce the market 
value for products, and deter people from 
trading rhino horn. Efforts to shift behaviors 
and societal norms must be implemented 
to create a distaste for endangered wildlife 
products. Demand reduction efforts are key 
to strategies to counter wildlife trafficking, 
along with effective enforcement operations 
along all points of the illegal trade chain.

https://images.transparencycdn.org/images/2019_CPI_Report_EN_200331_141425.pdf
https://images.transparencycdn.org/images/2019_CPI_Report_EN_200331_141425.pdf
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III. Detection Tools
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A. Sniffer Dogs
Detector dogs (also known as sniffer dogs) are deployed 
around the world helping authorities detect a range of 
contraband, including explosives, firearms, drugs, and 
illicit wildlife products. The dogs are an effective tool—
seen by many as the most effective tool to detect rhino 
horn trafficking throughout the supply chain—offering 
an extraordinary sense of smell, speed, sensitivity, and 
reliability that humans cannot match. With an exceptional 
number of scent receptors and large area of their brains 
dedicated to processing scents, dogs can detect even 
the faintest odors. Rarely does the presence of other 
strong smells or the target object being hidden inside 
a vehicle, sealed freight container, building, or package 
weaken their ability to detect an odor.17

Some dog breeds particularly excel as detector dogs, 
such as Labrador retrievers, German shepherds, Dutch 
shepherds, Australian shepherds, Belgian malinois, 
golden retrievers, border collies, hounds, and spaniels.18 
Careful selection and training of both handlers and dogs 
are equally important, the latter requiring consideration 
of intelligence, temperament, energy, drive, heat and 
disease tolerance, and physical characteristics.19 A dog’s 
career can last up to 13 years. 20

Applications to Wildlife Detection 
Dogs can be trained on multiple scents, including 
ivory, rhino horn, pangolin scales, bushmeat, firearms, 
ammunition, wire snares, and skins. Ease of scent training 
can vary by product, with rhino horn and pangolin scales 
thought to be easier scents for dogs to learn,21 particularly 
given rhino horn’s strong scent. Dogs are determined and 
will search until they find one of the target objects, or, if 
inaccessible, will indicate where the scent is strongest.22 
Positive detection by a dog does not guarantee 
inspectors will find the item; since dogs are unable 
to indicate what exactly was found, handlers must be 
thorough in their searches to ensure all items detected 
are found, not simply the obvious ones. 

Dogs are used along the entire trafficking chain, acting 
as a deterrent and helping to search, prevent, and 
detect poaching and smuggling throughout national 
parks, reserves, border crossings, and ports of entry/exit, 
providing detection of contraband on or within people, 
vehicles, cargo, mail, luggage, containers, etc.

To ensure any evidence gathered is admissible and more 
likely to be used in criminal cases, dog and handler teams 
must have positive relationships and work in coordination 
with the national law enforcement agencies (e.g., the 
overseeing authority in a port, airport, mail facility), 
following all proper protocols for search and seizure.

Air Sampling Methods 
Remote-scenting protocols were initially developed for 
instances where field conditions are too hazardous, 
remote, or otherwise difficult to access, or where dogs 
are not easily able to work on the premises.23 Remote 
Explosive Scent Tracing (REST)—the process of taking 
scent samples from a source for remote analysis24—was 

III. Detection Tools
The following sections provide an overview of detection tools available for enforcement agencies seeking to intercept 
wildlife contraband in transit, with particular emphasis on rhino horn. For each section, a description of the tool, select 
case studies, limitations, and considerations for implementation are provided.
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first developed in South Africa in the early 1990s for use 
detecting drugs, explosives, and landmines, and proved 
to be fast and efficient, showing additional benefits from 
the ability to have dogs work in “controlled, consistent, 
and familiar indoor conditions.”25 Scent samples are 
obtained by vacuuming air from a specified source 
through a specialized filter, which retains molecules of the 
target substance, and these filters are then presented to 
detector dogs who are trained to identify specific target 
odors.26 Despite early successes detecting landmines 
along roads that had been missed by manual techniques, 
the system remained essentially unknown in Southern 
Africa into the early 2000s.27 It should be noted that 
REST is not canine-specific and other species, including 
the African giant pouched rat, have demonstrated the 
success of the technique.28

Air evacuation methods using vacuums allow dogs 
to detect even small quantities of contraband within 
suitcases, vehicles, and freight containers. Criticisms of 
the methods often include the high cost of equipment 
and extra time required to stop a parcel and take a 
sample, while some expressed cross-contamination 
concerns from previously used containers with residual 
air fragments. Research summarized by Working Dogs 
for Conservation has shown that some less expensive 
“homemade” vacuums and filters may function as well 
as the highly specialized, expensive versions.29 A well-
trained canine can detect whether rhino horn has been 
contained there for an extended period of time.

The REST system is also referred to by the name 
RASCO—Remote Air Sampling for Canine Olfaction. 
World Wildlife Fund (WWF), TRAFFIC, and Kenya Wildlife 
Service trialed RASCO technology in Mombasa port, 
Kenya, in 2018. The dogs were trained to detect wildlife 
products by simply smelling the filters or sniffing pads 
that suctioned air from various containers had passed 
through.30 The method was welcomed as an easier, more 
time-efficient improvement to prior operations which 
involved dogs going container to container, sometimes 
2,000 per day in high heat, and where containers had to 
be opened in the presence of relevant agencies, including 
the Kenya Revenue Authority, Customs Department, 
Kenya Police, and the owner of the container.31 Employing 
RASCO sometimes allows for quicker detection, on a 
greater scale, in climate-controlled rooms, which is easier 
on the dogs in warmer climates.

ICTS Europe (a business security company) touts 
RASCargO™ (so-called since it applies REST/RASCO 
principles specifically to mass cargo screening) as a 
solution for cargo security screening and tool for fighting 
contraband smuggling. This tool has been tested, 
approved, and made commercially available at many 
European and South African airports and is used by 
airlines and shipping companies such as Air France and 
DHL.32 The company highlights the following benefits: 
“Enhanced operational efficiency – RASCargO offers 
screening ability of up to 40 trucks per hour; Cost-
efficiency – using a ‘pay-per-use’ business model; and 
Improved Security – guarantees high detection rates and 
low levels of error.”33 
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Case Studies 
Detection dog programs can be extremely effective, as shown in the following case studies.

India

In 2008, TRAFFIC-India and WWF-India launched a 
wildlife sniffer and tracker dog training program,34 which 
has since deployed at least 66 sniffer dog squads in 19 
provinces. The dogs are trained to detect tiger, elephant, 
rhino horn, turtles, live birds and several other species, 
and have helped authorities make over 250 seizures.35

South Africa

South African Revenue Service (SARS) Customs division 
operates one of the most robust sniffer dog operations 
in the world, principally focused on narcotics and illegal 
wildlife detection. The Service operates 12 detector dog 
units (deploying 12 dogs per unit) across nine regions, 
covering South Africa’s airports, seaports, and landports.36 
Dogs and handlers undergo four months of practical and 
theoretical training, including a six-week scent imprinting 
phase for the dogs where they are trained on a variety of 
endangered wildlife products, including ivory, rhino horn, 
lion bones, pangolin, abalone, and crayfish. Training is 
overseen by and authentic scent samples are obtained 
from the Department of Forestry, Fisheries and the 
Environment. The program has had success to date: One 

such instance occurred in January 2019, when Customs 
officials at O.R. Tambo International Airport reported that 
detector dog ‘Lizzy’ had sniffed out 36 horns and horn 
fragments, totaling 116kg during a search of cargo held 
inside a warehouse.37 The dog alerted her handler to the 
$1.3 million worth of horns hidden underneath “laminated 
wooden sheets” contained inside four boxes that were 
otherwise holding doormats and other decorative items, 
waiting to be shipped to Dubai.38

Pan-Africa

The African Wildlife Foundation (AWF) launched its 
Canines for Conservation Program (C4C) in 2014 and 
now operates sniffer dog programs via public-private 
partnerships with governments in Tanzania, Kenya, 
Uganda, Mozambique, Botswana, and Cameroon.39 AWF 
contracts Canine Specialist Services International40 to 
coordinate the program in which rangers are trained 
as detection dog handlers over an 8–10-week period, 
and the dogs, often sourced from Europe, are trained 
over 4–5 months.41 The teams are deployed at strategic 
airports, sea ports, and border crossings along key 
wildlife trafficking routes. Since its start, the dogs, who 
can easily detect 0.5g of ivory hidden in luggage,42 have 
led to roughly 400 seizures of illegal wildlife products.43

Kenya

In Kenya, the first class of detection dogs and handlers 
from Kenya Wildlife Service graduating from the program 
were deployed at the Jomo Kenyatta International Airport 
where they made over 26 finds of ivory, rhino horn, 
and pangolin scales in an eight-month period in 2016—
representing half of the finds at the airport in a seven-year 
period.44 By acting as a deterrent to traffickers, detector 
dogs have helped lower the number of seizures of illegal 
products from 51 in the first year to just a handful in 2019.45

Uganda

AWF implemented a detector dog unit at the Entebbe 
International Airport in December 2016. By June 2018, 
the dogs had assisted in over 130 discoveries of illegal 
wildlife products, including a 23kg seizure of rhino horn.46
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Findings from the ASCT study 49

Guidelines to increase detection capability:

• Conduct searches mid-morning on sunny days 
or just prior to dusk on very hot days. Research 
suggests that varying conditions, such as 
weather (hot, cold, wet), can affect a dog’s 
success rate.

• Ensure the dog is very well rested prior 
to the searches.  

• At temperatures 85°F (29.5°C) and above, dogs 
show significant success isolating an odor 
(to within a few containers) when scanning a 
stack of containers. Further isolation can be 
achieved using PVC tubing.

• At temperatures below 85°F (29.5°C), for better 
results insert tubing in an area where the 
gases will likely escape more forcefully.  

• All tubing inserts should sit in place for at least 
1-2 hours prior to the scan.  

Note: Vacuum systems can be helpful 
especially at night or early morning “but do 
not perform significantly above the capability 
of a simple inserted tubing and canine scan.” 
Certain conditions may dictate success, as 
well as type and amount of odor.50

United States

The U.S. Fish and Wildlife Service (USFWS) created 
the Wildlife Detector Dog program in 2013 and has 
deployed dogs trained to sniff out illegal wildlife 
products—including ivory and rhino horn—at the 
Anchorage, Chicago, Honolulu, Houston, Los Angeles, 
Miami, and Puerto Rico ports of entry.47 The dogs 
have successfully detected many items, including a 
cargo shipment of live birds exported from Miami, 
a commercial shipment of shark cartilage powder 
imported from South America, and live box turtles being 
smuggled to Asia. In total, 31 state natural resource/
fish and wildlife agencies have a K9 program, though 
very few of these focus on wildlife trafficking.

Controlled Container Search Study

In 2014, the American Society of Canine Trainers (ASCT) 
tested the ability of 20 “certified and proven reliable” 
canine teams to detect items held inside sealed freight 
containers, both under conditions where the seal was 
unmanipulated, or manipulated, to allow gas expression 
(using PVC tubing on its own or with a vacuum). The 
items inside included varying amounts of narcotics 
and human remains (human remains were chosen as a 
substitute as no rhino horn or ivory was available for the 
study). The study found that all canines were successful 
in detecting all amounts of human remains (2kg, 4kg, 
6kg, and 10kg), the larger amounts merely by scanning 
the unmanipulated seal. The researchers concluded that 
the rate of success is high for teams trained on rhino 
horn, ivory, and bushmeat to detect such odors within 
freight containers, and outlined the following guidelines 
to maximize detection ability in instances where amounts 
may be very small.48 
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Limitations and Considerations 
for Implementation  
In 2015, Working Dogs for Conservation conducted site 
visits to canine programs in Kenya and South Africa, 
and collected survey feedback from several other 
programs throughout Africa. The research identified 
the top program challenges as: insufficient dog and 
handler training, inadequate veterinary care, lack of 
reliable transportation, and staffing. The top markers for 
program success were identified as: motivated dogs and 
handlers, adequate facilities, strong local relationships 
and collaborations, and access to continued training.51 
Below are some additional limitations and considerations 
for implementation. 

Resource-Heavy

Establishing a detector dog unit can be a time-intensive 
and cost-prohibitive process due to the heavy amount 
of training required for both the handler and dog. A 
functional unit requires scent sample training as well as 
continuous reinforcement training throughout the dog’s 
life. Humane care, including the handler’s treatment of 
the dog, adequate kenneling and infrastructure, food and 
rewards, and veterinary care—essentials for placement 
and retention—can be lacking and cost-prohibitive in 
some regions.

Cost

While funding may be accessible at the beginning of the 
project to cover the high start-up costs (e.g., constructing 
a kennel), long-term support is often not guaranteed, 
and yet it is required to cover the operational costs of a 
detector dog unit throughout its duration. In South Africa, 
for instance, the cost of acquiring an untrained dog is 
30,000-45,000 ZAR (USD 1,625-2,440), a trained dog 
80,000 ZAR (USD 4,330), and the cost of training a dog 
and a handler costs 212,500 ZAR (USD 11,500) per pair.52  
The overall operating expenses for a unit with 12 dogs 
and 12 handlers can run 11 million ZAR (USD 600,000) per 
year, excluding salaries.53 In the U.S., a state agency can 
expect to spend an average of USD 1,100 per year per 
dog on food and veterinary costs. Decisions to rescue 
a dog from a shelter rather than purchase one from a 
vendor, buy a partially vs. fully trained dog, or have dogs 
live with their handlers as opposed to building a kennel 
facility (as is often the case with smaller agencies in the 
U.S. where handlers are spread out across wide regions), 
can vary budgets greatly.

Varying Costs of Associated Technology

While some have seen advantages to incorporating air 
sampling methods, there remain limiting factors. Filters 
for the vacuums are expensive, as are the high-tech 
vacuums themselves (though some research indicates 
standard vacuums may be equally effective),54 making it a 
cost-prohibitive endeavor for some units.
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Staff Retention Requirements

Dogs perform best with one handler (or at maximum, 
two), ideally working every day to practice its senses, 
which can also be a limiting factor for agencies without 
dedicated or long-term staff.56

Cultural Considerations

Detector dogs may not be the best fit in every country 
due to religious or cultural reasons. For example, dogs 
are viewed as unhygienic by many adherents of Islam. 
Thus, it would be a greater challenge to establish a 
detector dog unit in many countries with a large Muslim 
population. In South Africa, people have the constitutional 
right not to be touched by the dog for religious reasons. 
In such cases, detector dogs would focus on luggage 
inspection, as opposed to a personal search.57

Limited Access and Capacity at Ports

Despite evidence of success with detecting contraband 
in freight containers, ports pose unique challenges. Trade 
via freight is large and growing, but only a very small 
number of the containers are searched or inspected. 
Without being granted access, a detector dog is not able 
to scan everything passing through a port. While REST/
RASCO systems seek to improve this imbalance, there 
are practical limitations. Shippers want their products 
swiftly moved onto boats without law enforcement 

slowing down the process. This creates added pressure 
on those working at ports—if a dog handler wants 
to conduct a search, they may get pushback and be 
required to present a search warrant.58 There are also 
difficulties in accessing and manipulating container seals, 
depending upon jurisdiction and rate of departure of 
containers.59 This is where a strong relationship with the 
overseeing enforcement agency and broad enforcement 
sector support for K9 units greatly benefits a program.

Siloed Units and Lack of Collaboration

Units around the world are having varying levels of 
success with different techniques, yet they often work in 
isolation and therefore lack access to current information 
and techniques successfully in use elsewhere. This lack 
of transparency or sharing of information takes away from 
the full potential of these programs as a tool in combating 
wildlife crime. Programs could benefit greatly from flow 
charts of successes and workshops where people open 
up and share best practices.60 The Conservation Canine 
Officers Association is one such proactive effort operating 
in the U.S. with the goal of providing handlers with a 
reliable network for information and support.61 WhatsApp 
and other social networking platforms also provide the 
opportunity for individuals around the world to connect 
and share learnings or failures with one another—at least 
one WhatsApp group currently exists connecting over 
200 handlers and K9 teams across Africa.62 
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Working Dogs for Conservation developed the 
following best practices for detection and tracking 
dog programs:63

1. Recruit and maintain motivated dogs and handlers. 

2. Construct appropriate kennels with adequate 
security and infrastructure to provide for dogs’ 
needs, including shelter, shade, clean water, quiet, 
privacy, room for exercise and enrichment, and 
protection from excessive heat and cold, predators, 
other wildlife (e.g., snakes, insect infestations, 
rodents and other small mammals that may carry 
disease), and human intruders.

3. Recruit and maintain support kennel staff, trained 
in basic husbandry and veterinary care, that can 
conduct daily health checks for parasites and 
health and provide dogs with consistent high-
quality food. 

4. Secure ready access to veterinary care beyond 
what is available on staff, and prepare an 
emergency evacuation plan.

5. Invest sufficient time and resources in training, 
including continuation training over the life of 
program and the working life of the dog. 

6. Provide trained dogs only to handlers who have 
completed sufficient initial training.

7. Support handlers who show promise and a desire 
to improve and learn more about the theory of 

canine scent work; develop opportunities for 
handlers to become trainers who can select and 
train dogs and future handlers. 

8. Acquire and maintain good working equipment, 
including leashes, harnesses, vests, transport 
crates, rewards, protective equipment, and 
dedicated transport where necessary. 

9. Recruit and maintain operations staff person(s), 
whose abilities and trustworthiness are 
unquestioned, to coordinate deployment, 
transportation, training, and relationships with 
handlers, kennel staff, administration, and law 
enforcement.

10. Invite external audits by experienced trainers to 
provide additional expertise and transparency. 

11. Collaborate regionally on certification standards 
to establish measures of effectiveness, safety, and 
potential for success to funding organizations and 
external parties. 

12. Foster good working relationships with national 
law enforcement agencies to facilitate use by legal 
authorities of evidence collected by canine teams, 
and to better integrate canine teams into existing 
patrol and investigation efforts. 

13. Pursue a long-term national commitment and funding 
plan to ensure that start-up and running costs are 
met and align with adequate fundraising efforts.

© W4DC
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Screening Technologies at Ports and Borders 

This section focuses on airport screening 
technologies, which have largely been developed 
to counter security and safety threats such 
as guns and explosives, as well as hazardous 
materials that can be quite small. Screening 
technologies are also applied to larger volumes, 
such as cars, trucks, trains, and International 
Standards Organization (ISO) shipping containers. 
These systems are typically used at ports and 
borders, are much larger, and tend to have less 
materials discrimination and lower resolution 
images, but can screen immense volumes very 
quickly.66 Such systems, by contrast, have largely 
been developed for revenue collection and 
customs applications rather than for detecting 
aviation threats. They typically use higher X-ray 
energies and/or X-ray backscatter technology. 
There are several suppliers of these types of 
technology including Leidos, Rapiscan AS&E, and 
Smiths Detection. While not discussed in detail 
herein, they also play an important role in efforts 
to detect wildlife contraband.  

B. Technology-Based 
Detection Tools
Perhaps more than any other tool, technology-based 
detection tools are evolving at a rapid pace. While many 
technology-based tools are at rather nascent phases, 
they offer significant potential to provide front-line 
security and law enforcement personnel with advanced 
tools to combat wildlife trafficking. When used in 
combination, these technologies can amplify each other’s 
effectiveness, offering promising new solutions. The 
below discussion examines three of the most promising 
technologies—Artificial Intelligence (AI), X-ray scanning 
equipment, and applications (apps).

When used in combination, these 
technologies can amplify each other’s 
effectiveness, offering promising new 
solutions.

1. SCANNING EQUIPMENT 
Scanning equipment plays a critical role in efforts to 
combat wildlife trafficking. It is viewed by many as the 
most commonly used detection tool for rhino horn. Sixty-
five percent of confiscated rhino horn is detected through 
the air transport sector by scanning equipment, such as 
X-ray machines.64 Of rhino horn confiscated through the 
air transport sector, nearly 60% is smuggled in checked 
luggage and 16% via air freight.65

Scanning equipment is a versatile tool that can be used 
at multiple transit points and ports of entry, including 
airports, seaports, border crossings, and commercial 
facilities. Scanning equipment ranges in size depending 
on the application, and can be used for packages, 
luggage, or freight containers. The quality of scanning 
equipment varies depending on location. The United 
States, Europe, and some Asian and African international 
airports use more advanced Computed Tomography (CT) 
machines, while others use Dual-View X-ray scanners. 
On rare occasions, some still use Single-View black and 
white X-ray scanners. 

© Rapiscan Systems

Airport Scanners

Like sniffer dogs, scanning equipment allows airport 
security and customs officials to identify the contents of 
luggage without opening it. In many jurisdictions personal 
luggage is either scanned after check-in, where it is sent 
down a conveyor belt and scanned by various screening 
devices (“checked” or “hold”), or at a designated 
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screening area prior to boarding (“carry-on”).67 Many 
airports have automated in-line baggage screening 
systems, which can quickly and remotely screen and 
clear a bag without a physical inspection. If the scanner 
detects an object resembling a prohibited item (based 
on the product’s atomic makeup or density), an alarm is 
triggered and a physical inspection is required. In the 
U.S., only 10% of all checked bags are hand-searched 
by the Transportation Security Administration (TSA).68 
Globally, virtually all bags are screened to some degree 
using X-ray based scanners before they are permitted to 
fly, but they are typically screened in real-time for items 
that are a security or safety threat such as guns, knives, 
other weapons, explosives, or hazardous materials, and 
not for other contraband or smuggled items like wildlife 
products. On arrival, a sample of bags are typically 
screened for contraband items that are not allowed in 
a territory or have not had duty paid. This may include 
narcotics, alcohol, tobacco, weapons, or products from 
endangered species.69 

Types of Scanning Equipment
As detailed below and in Figure 7, a variety of scanning 
machines are used to detect wildlife contraband in 
baggage, parcel, and air cargo. With the exception of 
single-energy Single-View X-rays (which are similar to 
black and white doctor’s office X-rays), the remainder 
provide a detailed multi-colored image based around the 
density and atomic number of items screened, and in the 
case of CT, very accurate representations of its density 
and 3-dimensional shape.  

Dual-Energy Imaging – Color Imaging

Dual-Energy X-ray systems have become the mainstay of 
security and customs screening for most non-automated 
applications. These scanning technologies use two X-ray 
energy bands to measure the atomic density (“Z-number”) 
of a material. This is typically displayed using some form 
of pseudo-color to represent the combination of X-ray 
attenuation and atomic number. Attenuation refers to the 
reduction of the intensity of an X-ray beam as it traverses 
matter, as may be caused by absorption or deflection. 
Atomic number is a parameter that can be used to 
differentiate between organic materials (animal products, 
foods, explosives) and inorganic materials (metal, salts). 
The resulting image shows different materials coming 
across as light (carbon, oxygen, and nitrogen) and heavy 
elements (metals), while applying colors to illustrate 
organic, inorganic, or metallic materials.70 As an object 
is scanned, colors are assigned to the object based 
on density. As noted in Figure 5, each color identifies 
a specific range including: (i) organic materials (e.g., all 
wildlife products), (ii) low- and high-density inorganic 
materials, and (iii) light, heavy, and dense metals, 
each having their own color.71 Rhino horn, made from 
keratin, is a dense organic material that shows up as 
orange or brown in many color X-ray machines, which 
makes it easier to differentiate from other materials. By 
contrast, ivory, along with other animal bones or teeth 
are particularly denser and will often appear as green. 
For a depiction of commonly trafficked wildlife products 
under Dual-Energy machines, see Figure 6. Note that with 
transmission X-ray systems the image is a composite of 
all materials in the X-ray path and thus can require expert 
interpretation and be imprecise.

Figure 5: Sample X-Ray Color Scheme 

Z-Number Material Type 3 Color 6 Color Examples Possible Threats

0-8 Organic Orange Brown Wood, Oil C-4, Semtex

8-10 Low Inorganic Orange Orange Paper Cocaine, Heroin

10-12 High Inorganic Green Yellow Glass Propellants

12-17 Light Materials Green Green Aluminum, Silicon Gunpowder, Trigger 
Devices

17-29 Heavy Materials Blue Blue Iron, Steel Guns, Bullets, Knives

29+ Dense Materials Blue Violet Gold, Silver High-Value 
Contraband

- Impenetrable Black Black Lead Shielding for Above 
Threats

© Astrophysics, Inc. Westminster International Ltd., WG IS X-ray Scanners - 6 Colour Imaging Technology  
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Manufacturers may use slightly different color tables to 
represent different material Z-number and attenuation 
measurements. Still, there is little difference in the 
technology behind 3-color and 6-color machines. The 
images that are represented use different colors to 
represent material types, but the information contained in 
the images remains the same, and operators are trained 

accordingly. X-ray machines can be supplemented 
by additional technology to train operators, such 
as Computer Based Training, or help them identify 
dangerous products, such as Screener Assist or 
Threat Image Projection (TIP), whereby threat items 
are projected into live images to assist with operator 
vigilance, motivation, and assessment.72 

Figure 6: X-Ray Images of Commonly Trafficked Wildlife Products

© SA DFFE
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Figure 7: Common Airport Scanning Equipment

Single View, 
Dual Energy X-Ray

Dual View, 
Dual Energy X-Ray Checkpoint CT Hold Baggage CT

Description • Very high spatial resolution 
linescan (2D) X-Ray 
images

• Uses 2 energies to 
estimate organic / 
inorganic material

Imaging as Dual Energy 
single view but with 2, 
typically orthogonal (90°) 
views, which reduces the 
chance of items being 
obscured

Multiple X-Ray projections 
from many angles creates 
3D images with very high 
density discrimination and 
organic / inorganic material 
estimates. 3D image data 
can be used to “virtually 
unpack” bags

Multiple X-Ray projections 
from many angles creates 
3D images with very high 
density discrimination and 
organic / inorganic material 
estimates. 3D image data 
can be used to “virtually 
unpack” bags

Imaging 2D Color 2 view  - 2D color 3D fully rotatable color 
images

3D fully rotatable color 
images

Automated 
Explosives 
Detection

Speed (m/s)

0.2m/s 0.2m/s 0.12 – 0.2m/s 0.5 m/s

Spatial 
Resolution

Density 
Detection

High High Moderate Moderate

Benefits • Attentuation image only • Better definition & shape

• Improved material 
discrimination

• Superior imaging 
technology

• Detailed 3D images 

• De-clutters images

• Superior imaging 
technology

• Detailed 3D images

• De-clutters images

Limitations • Poor material 
discrimination

• Adequately identifies 
contraband / threats

• Cluttered images

• Requires operator

• Potential cluttered 
images

• Can be slower

• Fairly expensive

• Very expensive

Cost $30–40k $50–100k $250–350k $900k–1.2M
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Single-View X-Ray Scanners

Single-View X-ray scanners use a single X-ray source 
to project an X-ray beam through an object to create 
a 2-D image that most modern scanners will then use 
dual-energy imaging to represent in pseudo-color as 
described above. Less modern scanners may project a 
grayscale image. Although Single-View X-ray machines 
can be used to estimate the density of an object, 
an object’s complete shape and different absorbing 
materials are difficult to discern as only one view is 
shown and determining 3-D information is not possible.73  
While these machines operate very quickly and are 
relatively low cost, they are the least helpful at identifying 
contraband or dangerous items.74 They also require an 
operator to identify potential threats. 

Dual-View X-Ray Scanners

Dual-View X-rays provide operators with a pair of 2-D 
images from different angles: a view from the top and 
one from the side. This greatly enhances security 
screeners’ ability to distinguish an object over Single-
View machines by providing greater definition and shape. 
Dual-View technology is used in many modern X-ray 
security screening machines.75 This moderately low-tech 
equipment is widely used in Sub-Saharan airports and 
tends to cost less than all options other than Single-View. 
However, since only two, often cluttered, 2-D views are 
present, smugglers might have greater success getting 
contraband through security.

Backscatter

Backscatter technology has been applied to airport body 
scanners, which typically use backscatter images only, as 
well as to baggage and parcel X-ray scanners, which use 
both the transmission image and the backscatter image. 
The transmission image shows traditional X-ray beam 
absorption, while the second image is the backscatter 
image. This image is formed when a proportion of low 
energy X-rays bounce back towards the detector.76 
Transmission images show heavy elements, while 
backscatter images show lighter elements. Backscatter 
X-rays are excellent at highlighting organic matter 
(e.g., humans, wildlife) and are therefore helpful at 
distinguishing between low Z elements, but not heavier 
materials, such as metals. A drawback to using this 
technology is the cost, especially when two-sided models 
are needed. 

Computed Tomography (CT)

CT machines are the most advanced—and expensive—
scanning technology currently available. Also used in 
medical settings, CT machines move an object through a 
rotating scanner that uses hundreds of 2-D X-ray images 
to create a detailed 3-D image with excellent spatial 
resolution.77 These machines offer a variety of inspection 
tools, allowing screeners “to virtually unpack bags,” 
manipulating images with pinch and zoom features to get 
a good look from every angle, while looking past objects 
obstructing the screener’s view.78 Screeners can also 
change the colors or contrast to make certain materials 
stand out. CT machines offer extremely accurate density 
measurements,79 which can be of particular use when 
trying to identify specific items, such as animal bones, 
teeth, or horn. In security applications, these machines 
can automatically identify certain contraband, which 
brings down operator labor costs as images are only 
shown for review by operators if there is something 
of potential interest present. Historically, CT machines 
have been more likely to be used for checked luggage 
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▲ Representation of a live bird smuggling method, where it is placed inside a 2 litre plastic bottle
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Cockatoo, falcon, and macaw before and after X-Ray scan. © SA DFFE
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than carry-on. However, they are now emerging as the 
next advanced technology to be applied for checkpoint 
screening due to their greater precision and ability to 
allow for automated detection. Required by law for hold 
baggage screening in a number of countries and regions, 
such as the U.S. and Europe, they are increasingly being 
used in more developed Asian countries and some 
African countries. 

As noted in Figure 7, CT systems can vary in speed, 
which is partly a function of cost. A significant drawback 
for checkpoint CT scanners is that they operate more 
slowly or at the same speed as Dual Energy machines. 
Meanwhile, hold baggage CT machines are the fastest 
commercially available technology, more than twice 
as fast as Dual Energy machines. Hold baggage 
CT machines can scan up to 2,500 parcels an hour 
compared to conventional X-ray systems, which run at 
less than 100 parcels an hour.80  

CT systems’ greatest disadvantage is that they cost 
more than most other X-ray technologies. For example, 
Analogic’s ConneCT machine, designed for airport 
security lanes, costs approximately $300,000 compared 
to under $100,000 for a modern, multi-view X-ray 
machine.81 Meanwhile, CT machines for checked luggage 
can cost as much as $1 million, which could be cost-
prohibitive for certain developing countries.82

The Next Big Thing for X-ray Scanners: 
Artificial Intelligence (AI)
With immense quantities of goods transiting through 
ports of entry every day, the burden on security and 
customs officials can be overwhelming. Whereas any 
scanning system is only as good as the human operating 
it, the integration of artificial intelligence could be a game 
changer. If successful, AI software could be used to 
automatically identify contraband anywhere in a scanned 
image, alerting the operator to inspect the container’s 
contents. As noted in Section III.B.3., a scanning system 
with integrated AI capable of computer vision and 
machine learning can automatically identify contraband 
and potentially increase accuracy of detection over 
time. Any such system will first need significant financial 
and technical support, plus a large database of various 
images, including synthetic images, to create algorithms 
to train X-ray machines to identify certain objects (e.g., 
rhino horn, ivory, pangolin scales, live animals), based 
on shape, density, or other characteristics. Synthetic 

imaging—simulating or creating realistic images based off 
of real images—such as that performed by Synthetaic,83 
can dramatically reduce the time and cost burdens of 
gathering a large database.84

AI technology is currently used in some X-ray scanners to 
identify dangerous weapons (e.g., guns, gun components, 
ammunition, and knives). For example, XIS-6040 X-ray 
Baggage Scanners from Astrophysics and Synapse 
Technology Corporation’s Syntech One add-on for 
X-ray systems use AI software to automatically detect 
weapons, displaying the threat on-screen in a red box 
and automatically stopping the conveyor belt for operator 
inspection.85 Using machine learning technologies, the 
system’s accuracy can potentially continuously improve 
over time as it is exposed to more samples, through 
cloud-based software incorporating other images taken 
around the world. Across the industry, this leads to high 
detection rates (> 90% for firearms), low false alarm rates 
(< 5% on sharps and < 1% on firearms), and reduced 
operator error. It also increases throughput by reducing 
the need for an operator to look at every piece of 
luggage, instead only focusing on flagged items.

Several efforts are underway to apply these technologies 
to organic matter, including rhino horn, ivory, pangolin, 
and other wildlife specimens. This necessarily entails 
collection of thousands of images of wildlife contraband 
or synthetic images, refining the software, and controlled 
and live trials of the technology before it can be more 
widely deployed. While still under development, the 
technology will likely work best with CT (3-D) images, but 
can also be used on Single-View and Dual-View images. 

Dual Energy X-Ray image of rhino horn in luggage. © SA DFFE
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Limitations and Considerations 
for Implementation 
Despite the many advantages of scanning equipment, 
there are several limitations or disadvantages, particularly 
along the rhino horn trafficking route.  

Cost

Generally, the better the technology, the greater the 
cost will be, which may impede adoption by more 
impoverished nations. Where the cost of labor is low, 
a Dual-View X-ray machine with an operator is still 
significantly less expensive than CT. 

Technical Capacity

Some countries or ports of entry may lack the technical 
capacity or trained staff to operate and maintain 
advanced X-ray machines properly. In some cases, 
equipment may be sent to a country and it never leaves 
the box, because no one knows how to use it or there 
are no staff to repair broken technology. These costs and 
technical support needs should be accounted for. 

Rhino Horn and Ivory Pieces/Fragments

A whole rhino horn or large piece of ivory may be fairly 
easy to detect if screeners are trained to look out for it. 
However, traffickers are increasingly cutting or modifying 
it before transit, including cutting it into cross-sections, 
pieces (e.g., cubes), carvings or worked products (e.g., 
beads, bracelets), shavings, and perhaps most difficult of 
all, powder in the case of rhino horn.  

Diplomatic Pouch

Wildlife contraband has also been trafficked under the 
guise of diplomatic pouch (e.g., bag, box, suitcase, or 
even shipping container), which evades X-ray scanning.86 
Diplomatic pouches are shipped between a diplomatic 
mission and its home government and are typically 
immune from search and seizure.

Inbound/Outbound Screening

Baggage is typically scanned for security threats once 
before the initial outbound flight. In some jurisdictions 
like the U.S. or EU, they are generally rescreened 
at arrival, which adds an additional layer of security. 
However, if those flights go elsewhere in the world, 
including certain locations in Asia, they may not be 
rescreened.87 There may be significant opportunities 

Elephants
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▲  Ivory chopsticks showing irregular shape 
and colour 

▲ Elephant ivory chopsticks packaged in 
bundles

Elephant ivory & skin pieces, 
including concealed pieces in 

cream, and a hippopotamus tusk 

   Screener view of ivory x-ray, 
with concealment in cream 

Due to the density of 
elephant ivory specimens, 
they will show darker shades 
of green under x-ray scan. 
Also look out for curved and 
rounded shapes, which will 
further assist with detection. 
Also note, that even though 
ivory pieces are concealed in 
cream, they are still visible to 
screeners as green particles 
under x-ray.
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Dual Energy X-ray image of elephant ivory and skin pieces, concealed ivory 
jewelry, and hippopotamus tusk. © SA DFFE

for leveraging the outbound screening of bags with 
high-end screening systems for security purposes and 
re-using the images for the detection of products from 
endangered species. To optimize the use of scanning 
equipment with AI, regulators should consider mandating 
enhanced screening of outbound luggage for all 
contraband capable of being detected by AI. While it 
may be impractical to stop all suspected contraband at 
the outbound airport, if all bags are screened anyway, 
outbound authorities should be able to analyze, flag, 
and send scanned images of suspected contraband 
to authorities at transit and destination airports for 
later inspection. This will require barriers such as data 
ownership, security concerns, jurisdictional questions, and 
privacy issues to be overcome but may be a route to wider 
screening for trafficked items and improved information 
sharing. This enhanced international cooperation could 
dramatically increase wildlife confiscations. 
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Use of Airports with Limited Screening Operations

Traffickers will often try to send shipments through 
airports or ports with less robust screening practices. 
Most international airports (especially those with 
connections to Europe or the United States) are required 
to use X-ray machines meeting international standards. 
However, a trafficker could seek to use an Africa-Africa 
initial connection with weaker scanning technology at 

the departure point to circumvent detection by better 
technology at the Africa-Europe departure point. 

While X-ray scanning equipment can serve as one of 
the first and most effective lines of defense, in order 
to be optimized, they should be used alongside a 
proper risk profiling tool (see Section V.B.) capable of 
assessing the likelihood and risk posed by passengers 
or luggage/containers.  
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2. DIGITAL AND MOBILE 
APPLICATIONS (APPS)
With the global proliferation of mobile devices and 
computers, stakeholders are increasingly using these 
technologies to combat illegal wildlife trade. People can 
use apps to track and identify wildlife specimens for a 
variety of reasons, including awareness raising, serving 
as a knowledge-based tool, or facilitating reporting to 
authorities. 

One of the key challenges facing the law enforcement 
community is that “[i]t is often difficult for nonexperts to 
quickly and accurately distinguish between protected 
and nonprotected species.”88

Apps represent a powerful tool to combat wildlife 
trafficking, because they can offer all members of 
the public an equal opportunity to identify and report 
suspicious activities pertaining to protected species. 
Bespoke apps can also be designed for private users 
(e.g., port authorities) to meet their individual needs. Both 
public and private apps help front-line officers at ports 
of entry—customs and security checkpoint officials—to 
more rapidly identify possible wildlife contraband. This 
is especially important given that many of these officers 
may be unfamiliar with species identification, yet face 
significant time pressures when deciding whether to 
stop or allow cargo to pass. Likewise, they represent a 
technology readily accessible to partners in the private 
sector (e.g., mail, shipping, and courier services).

In designing an app to detect wildlife contraband, the 
World Bank Group89 and others have identified the 
following characteristics as particularly useful.

Ease of Use/User-Friendly Interface

The World Bank notes that “[u]ltimately, the more user-
friendly the interface of an appplication (app) is, and the 
quicker these systems can be to use, the more these 
technologies will be adopted.”90

Decision Tree Structure

Many apps, like WildScan, Wildlife Alert, and Wildlife 
Guardian (discussed below), use a decision tree design, 
asking the user to answer a series of questions to 
properly identify the species or specimen.

Apps represent a powerful tool to 
combat wildlife trafficking, because 
they can offer all members of the 
public an equal opportunity to identify 
and report suspicious activities 
pertaining to protected species. 

Wildlife Witness app. © TRAFFIC
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Quick Differentiation Between Species/Products

Formats like a decision-tree help users rapidly distinguish 
between hundreds of species and common products 
using the species’ parts, including both protected and 
unprotected species. 

Sample Photos

Photographic samples are generally necessary for 
users to properly identify wildlife, their parts, and 
common products. 

Minimal to No Training Required

Apps that are intuitive and require little instruction will be 
more likely to be adopted.

Reporting Capability

Apps offering users the ability to anonymously report 
trafficked wildlife and suspected criminals or criminal 
activity can greatly enhance law enforcement response. 
Apps using GPS technology can also help identify 
the real-time location of the suspected illegal activity. 
Likewise, the more information users can submit (photo 
evidence, observation notes), the easier it will be for 
authorities to respond. 

Reliability

The app should not be prone to glitches and should be 
updated on a regular basis, as necessary.

Bandwidth

Many apps include sample photos, which are helpful, but 
require significant bandwidth or hard drive/cloud storage. 
Developers must ensure the app will be accessible to all 
and function fully in areas with little to no reception when 
using photos.

Operational Costs

Dedicated staff will likely be required to manage the 
app’s continued operation and handle reports.

Local Apps

In wildlife trafficking hotspots, apps can be most helpful 
if tailored to local species or those trafficked through the 
jurisdiction. 

Language Capabilities

While most apps use English, it would be useful to 
develop apps with multiple language options, particularly 
along heavily used trafficking routes. 

Wildlife Alert decision tree sequence. © Wildlife Conservation Society
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Wildlife Apps
Accessibility and ease of use, combined with user interest 
in topics such as wildlife trafficking and conservation, 
support the effectiveness of apps as a powerful tool to 
combat trafficking. 

The applications listed below were designed to assist 
stakeholders in identifying protected species or their 
specimens often subject to illegal wildlife trade. 

WildScan

WildScan91 was developed by Freeland in 2014 to combat 
illegal wildlife trade across Asia and later West Africa, as 
part of the USAID-supported Asia’s Regional Response to 
Endangered Species Trafficking (ARREST) and West Africa 
Biodiversity and Climate Change (WABiCC) programs. The 
app was designed to help frontline enforcement agencies, 
private sector employees, and the general public correctly 
identify, report, and handle animals and plants frequently 
caught in the illegal wildlife trade.

WildScan hosts a comprehensive library containing 
information on over 600 endangered species and 
illegal wildlife products. The app's identification wizard 
component poses four simple questions to assist users 
in identifying the appropriate species. It also boasts 
an extensive library of species photos, first-responder 
advice for handling dangerous or venomous species, and 
a mechanism to photograph and anonymously report 
wildlife crime to several contacts in the region. Reports 
are easy to build and are then shared with the WildScan 
team who forwards the information to the appropriate law 
enforcement authorities based on the user’s location. The 
app is free and widely used.

Wildlife Alert

Wildlife Alert92 is a mobile application developed by 
the Wildlife Conservation Society (WCS) and the United 
States Department of Defense (DOD). Wildlife Alert was 
designed for military personnel, who often purchase 
wildlife products as souvenirs, to determine if a product 
is made from a protected species. Both DOD and WCS 
agreed to make the app available to the public in an effort 
to better combat illegal trade, particularly in Afghanistan.

Wildlife Alert asks a series of questions to aid in the 
identification process. Users are prompted to select the 
category relating most to the product such as: furs and 

WildScan app. © Andrew Schatz

skins; horns, antlers, and tusks; shells, scales; and birds. 
After responses are recorded, the app’s validation system 
displays clear characteristics to confirm whether or not 
the product can be traded. The app’s database allows 
for over 75 species to be identified, including all species 
of cat from around the world. Despite its ease of use, it 
doesn't allow users to report the vendor. It does, however, 
inform and raise awareness of the types of items that 
could potentially be confiscated. 

Wildlife Witness

Created by TRAFFIC and the Taronga Zoo, Wildlife 
Witness93 provides a way for tourists to quickly detect 
and report illegal wildlife. Users learn about wildlife trade, 
see global representation of prior reports made, and 
can learn more about what to watch for. Users quickly 
take a photo, identify their exact location, and submit the 
details of the vendor/product offering to TRAFFIC. Once 
reported, enforcement agencies are informed and legal 
action is taken. Unlike the other applications, this app was 
specifically targeted for public use. Enforcement action 
has been taken against at least 500 people.94

Wildlife Guardian

With the ability to identify over 475 species,95 Wildlife 
Guardian96 was introduced in China to combat the 
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illegal import of ivory products. Like other apps, 
Wildlife Guardian uses a similar process to confirm 
species identity through a series of questions, but 
takes an extra step to outsource initially unidentifiable 
items to external scientists. If the product is identified 
as illegal by the user or external scientists, steps are 
taken to track down the product and trader/trafficker. 
The app was specifically developed to support forest 
police, customs officers, and others in the field to 
address trafficking across China.97

iNaturalist/Seek

While not designed to counter wildlife trafficking, 
iNaturalist98 contains AI features relating to object 
recognition, which could power the next generation of 
wildlife trafficking apps. iNaturalist—a joint initiative of 
the California Academy of Sciences and the National 
Geographic Society—is an open-sourcing platform, 
whereby any user can upload a photo of a plant or 
animal with GPS data.99 Drawing on AI technology, the 
app will tell users what it thinks the specimen is, which 
can be confirmed by the science community using the 
app. iNaturalist also has an app designed for children, 
Seek, which allows users to hover their phone over a 
plant or animal and uses computer vision to automatically 
identify the species.100

Case Study 
Several actions have been taken against individuals and 
groups since the release of specific digital applications. 
Many of these actions are not reported in the media 
unless they are considered to be high profile or the items 
seized are of a certain magnitude. 

Rattanawapi Confiscation

On November 28, 2015, the application Wildscan 
supported officers (who had received a prior tipoff) 
in their efforts to identify individuals who unlawfully 
possessed protected wildlife. As a result, officers 
confiscated 360 cobras, 10 king cobras, 39 Asian box 
tortoises, and 125 Asian forest tortoises in the Rattanawpi 
district of the Nong Khai province of Thailand.101 

Wildlife law enforcement officers learn how to use WildScan in Chonburi, Thailand. 
© Hamesuda Mawilai / USAID

Seek app using AI to identify leopard species. 
© Andrew Schatz / Patricio Robles Gil / Sierra Madre
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Limitations and Considerations 
for Implementation 
Awareness

While the applications described above are all free to 
use and available for Apple and Android products, the 
public and even customs and security officials are largely 
unaware of these tools and their ability to help intervene. 
Governments and NGOs should continue to support 
targeted campaigns to promote increased awareness 
and adoption of these apps by the public, customs and 
security officials, and courier services, particularly in 
wildlife trafficking hotspots.

Accessibility

Not all regions and locations impacted by illegal 
trade have access to smartphones. Solutions should 
be developed to better support those without online 
browsing capability.

App Purpose

The apps have different features and purposes as they 
are designed for different audiences and to solve a 

variety of problems. Wildscan, Wildlife Witness, and 
Wildlife Guardian all allow for users to directly report 
illegal activity. Wildlife Alert does not and is simply used 
to raise user/traveler awareness. In addition, those 
lacking confidence in their decision-making could use 
Wildlife Guardian as it submits the selected information 
directly to an expert who can confirm the item/species in 
question before submission. 

Too Many Apps/Lack of Uniformity

One of the greatest barriers to adoption is the fact that 
there is no single “gold standard” app that everyone is 
using. With five to six apps to choose from, detection 
units and the public may be confused or perhaps using 
an app that is ill-suited to their goals. Governments, 
NGOs, and the private sector may wish to pool their 
efforts together to create an app that can fill this gap. 

Long-Term Adoption

Organizations must have financial resources and 
internal capacity to respond to reports submitted by 
users. Additionally, organizations must be in a position 
to continuously update mobile applications and invest 
in its success.

© Frank Hawkins / Conservation International
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3. ARTIFICIAL 
INTELLIGENCE (AI)
Artificial Intelligence is the theory and development of 
computer systems able to perform tasks that normally 
require human intelligence, such as visual perception, 
decision-making, or speech recognition. Often 
underpinned by massive data sets, hi-tech algorithms, 
and immediately available or inputted information, AI 
provides rapid assessments of complex information, 
generally with limited human intervention. In the context 
of wildlife trafficking, AI can be used to “visually” identify 
species or wildlife specimens, “smell” contraband, alert 
agents to false shipping labels or suspicious packages, 
and focus on high priority areas or trafficking routes. 
A more complete accounting on the use of AI and 
technology in wildlife trafficking can be found in the Royal 
Society’s September 2018 report, Science: Tackling the 
Illegal Wildlife Trade - Technology Update.102 

There are multiple subsets of AI, including machine 
learning103 and computer vision,104 which both have 
applications to wildlife specimen detection. 

Machine Learning

In this type of AI, a machine learns on its own from 
data, identifying patterns, and making decisions 
without explicit programming or with minimal human 
intervention.105 Unlike hand-coding a software program 
with specific instructions to complete a task, machine 
learning allows a system to learn to recognize patterns 
on its own and make decisions or predictions.106 With 
more information obtained over time, a machine will 
gradually develop more accurate predictions. In the case 
of wildlife shipments, a machine can use accumulated 
data on interceptions to identify new trafficking routes or 
suspicious shipping methods. In real time, it can then flag 
a package for inspection.

Computer Vision

Computer vision is the process of understanding digital 
images and videos using computers.107 By automating 
tasks ordinarily performed by human vision, computer 
vision can more rapidly and effectively acquire, process, 
analyze, and understand digital images. On its most 
basic level, computer vision works with a device using 
a camera (e.g., a mobile phone, video camera, or X-ray 
scanner) and analyzes the content of those images 

or videos. In the case of wildlife, computer vision can 
be used for object recognition, identifying known 
contraband such as rhino horn, ivory, or even live 
animals. It primarily does this by using photo/facial 
recognition acquired from a large library or database 
of photos to recognize an object.108

AI has the potential to greatly enhance our ability to 
identify wildlife contraband, particularly where it might 
otherwise slip by a human operator. These tools have 
great potential to reduce the amount of personnel and 
time spent searching for trafficked wildlife. As new 
information comes in, they can also help focus efforts on 
current and new trafficking routes or patterns. 

AI has the potential to greatly 
enhance our ability to identify wildlife 
contraband, particularly where it might 
otherwise slip by a human operator.

A variety of actors work in this space, including 
governments, academia, the private sector (e.g., 
Google, Microsoft, Vulcan), and nonprofits (Conservation 
International, TRAFFIC, WCS, and World Wildlife Fund 
(WWF)).109 Increased collaboration and partnership with 
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technology companies and other experts will be key 
to enhanced product development and technological 
adoption.

Applications to Wildlife Trafficking
Species Identification

Artificial Intelligence can be used by computer systems to 
identify wildlife contraband or a particular species based 
on the specimen’s core characteristics (e.g., appearance, 
density, weight, shape). As detailed in other sections 
of this report, both apps (see Section III.B.2) and X-ray 
scanning equipment (see Section III.B.1) can use AI to 
quickly identify live, dead, and whole or parts of wildlife 
specimens. This enables front-line professionals to better 
and more rapidly identify wildlife contraband where 
they might otherwise be unfamiliar with whether an 
item comes from an endangered species, or any wildlife 
species for that matter.

Shipping Documentation/Labeling

AI technologies can also use machine learning to 
conduct automatic text analysis. This software allows 
customs agents to use devices to electronically scan 
shipping labels or manifests and flag any anomalies or 
listed contraband. For example, the Anderson Cabot 
Center for Ocean Life at the New England Aquarium and 
Roger Williams University (RWU) developed software for 
integration in handheld scanning devices to electronically 
scan shipping documents related to aquatic cargoes.110 

Using data from 30,000 prior shipments, the software 
enables machine learning to flag anomalies based on 
criteria such as price, weight, and country of origin for 
further inspection by an officer. This work has led to a 
new partnership between Microsoft, RWU, the University 
of Massachusetts Boston, and Conservation International 
to develop the Nature Intelligence System (NIS). Based 
on advanced data science analytics of required shipping 
documents, the NIS enables customs agents, forestry 
officers, and the transport sector to conduct further 
investigation to determine which wildlife shipments 
are legal or illegal.111 The NIS will expand to integrate 
computer vision and potentially eDNA toolkits, which are 
capable of detecting the presence of a species using 
DNA sampling,iii  to further empower inspectors. The 
technology can also be used for e-shipping labels.

Figure 8: Nature Intelligence System

iii  While not discussed in detail here, eDNA technologies, such as toolkits, barcode scanners, and portable DNA sequencers, can be used to combat wildlife trafficking and confirm the presence of suspected 
wildlife contraband. An officer can take a sample of a suspected specimen and run it through one of these technologies, which compare DNA barcode genes to identify animal species in under a few 
hours.  Examples of such technologies include the DNA Barcode Scanner by Conservation X Labs and the MinION by Oxford Nanopore Technologies.  

© Conservation International
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Detecting Goods Online and on Social Media

Automatic text analysis and machine learning can be 
used to monitor online trading platforms and social 
media for sales of illegal wildlife. For example, New 
York University and partners have developed a model 
to search approximately 100 commercial sites for 
Convention on International Trade in Endangered 
Species of Wild Fauna and Flora (CITES) Appendix I-listed 
fauna.112 The system has been found to identify far more 
illegal wildlife listings and at a greater speed than human 
searches. Although some inaccuracies may exist, they 
can be monitored by final human review. This technology 
can thus be used by enforcement authorities to monitor 
and crack down on online sales.

Scent Technology

AI can also be used to analyze odors, both detectable 
and undetectable by human olfactory senses. For 
example, Aryballe Technologies has developed NeOse 
Pro, a portable “digital nose” capable of recognizing, 
detecting, measuring, and storing in a dedicated database 
over 500 different smells in 15 seconds.113 NeOse uses 
“a combination of optical resonance technology, an 
array of biochemical sensors, cloud database of ‘odor 
signatures,’ and some smart artificial intelligence-matching 
algorithms for identification.” 114 While no such technology 
currently exists that directly applies to “smelling” wildlife 
contraband, the potential is there. 

Integrating Analytics

Inputting analytic data can also help target high priority 
areas or suspicious packages. For example, rhino horn 
typically comes from a few specific source countries in 
Africa, and travels through particular transit countries. AI 
can integrate data analytics to identify patterns of where 
shipments are coming from or going to, and better focus 
investigation. Once in use, computer systems using 
AI can be adjusted to be more responsive or to better 
identify suspicious objects based on criteria such as point 
of origin, destination, type of package, weight, or size.115

Scanning Equipment

At the time of this report, there are few, if any, tools 
widely available which can readily identify trafficked 
wildlife specimens through the use of AI technology. 
However, some particularly promising initiatives between 
the private and public sector are in the process of 

development and could be available for wider use 
as soon as mid-2021. These initiatives combine the 
use of aviation security scanning data with machine 
learning algorithms trained to detect concealed wildlife 
products. This technology mirrors the algorithms 
widely used in aviation security to automatically detect 
explosives and is now being applied to detect other 
illicit products including drugs and weapons. As noted in 
Section III.B.1, these projects work by compiling a large 
database of scanned images of commonly trafficked 
wildlife specimens concealed in baggage. Engineers 
subsequently train the AI system to automatically detect 
wildlife contraband based on the differences between 
the specimen images and those derived from regular 
baggage. Once detected, an alert will be sent to the 
relevant enforcement agency via an application/user 
interface. In the case of carry-on luggage, an officer 
can potentially stop the baggage or cargo consignment 
and seize the contraband before it leaves the airport. 
More often than not, an automated information sharing 
program would notify customs officers at the point of 
destination to expect the parcel for confiscation and 
enforcement action.

The combination of AI, scanning 
equipment, and targeted information 
sharing systems makes this technology 
a potential game-changer.

One such initiative is underway in the United Kingdom 
(UK), one in South Africa, and two in China. The 
International Air Transport Association (IATA), World 
Customs Organization (WCO), INTERPOL, and TRAFFIC 
International have likewise formed an informal wildlife 
autodetection working group to share lessons learned 
and collaborate on data protocols, image sharing, and 
global roll-out of this exciting new technology.116 
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Figure 9: Microsoft Azure AI and Machine Learning | Using Azure Stack Edge to Help Stop Animal Trafficking

Schematic depicting the use of cloud-based AI software in X-ray scanning equipment to detect wildlife contraband in passenger luggage. YouTube. © Microsoft

Case Studies 
Project Seeker

Microsoft and a UK airport are leading an initiative 
named “Project Seeker,” which is developing an AI-
driven detection algorithm for CT scanning systems.117 As 
depicted in Figure 9, the software would be integrated 
within an airport’s screening infrastructure, using cloud 
technology, to detect at-risk and trafficked wildlife 
species. As part of Microsoft’s AI for Good program, 
Microsoft has already solely subsidized the development 
and testing of this project to ensure those working in the 
field have access to it if they regionally require it. The 
farthest along of all of the AI projects, with early detection 
rates on a variety of species above 90 percent, they 
are targeting a mid-2021 rollout in the UK, and a more 
internationally driven rollout later in the year.

Project Vikela

The South African government has been working with 
IATA since 2018 on the development of a similar AI-
system based on scanning data from Dual-View X-ray 
machines, which predominate in Sub-Saharan airports.118 
This initiative, called “Project Vikela” (Zulu for “protect”), 
is supported by the USAID Reducing Opportunities for 
Unlawful Transport of Endangered Species (ROUTES) 
Partnership and draws on South Africa’s vast collection 
of confiscated illegal wildlife trade specimens. Initially 
focused on rhino horn, Project Vikela seeks to later 
expand to other wildlife specimens and beyond baggage 
to include cargo shipments. Notably, the resulting 
algorithm will be made available to other customs 
agencies around the world at no cost.
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Limitations and Considerations 
for Implementation
Optimization and subsequent adoption of AI technology 
to combat wildlife trafficking requires developers and 
users to confront a number of issues highlighted below. 

Physical Access to Data/Images

When it comes to training a robust AI system, data 
availability is the key ingredient. Thus, the biggest 
challenge is often having sufficient images or data to train 
the computer system to develop an algorithm capable 
of identifying the threat. This is especially true for dead 
animals or animal parts, which are often malleable, 
modified, disguised, or hidden (e.g., in random containers, 
behind or mixed with other objects).119 Computer systems 
will therefore need access to large databases or libraries 
of images and data. This could mean hundreds or 
thousands of images just for one species. Alternatively 
(and in areas of data sparsity), the use of synthetically 
generated datasets can prove useful in adding to and 
balancing limited data libraries.120

Rhino Horn-Specific Challenges and Considerations

In the product development stage, it may be necessary 
to obtain collections or images of horns from different 
species of rhinocerosiv and measure different shapes, 
angles, and density.121 Since traffickers often go to great 
lengths to conceal rhino horn, it would also be necessary 
to have photos of derivative products, such as cross-
sections, cubes, worked products (beads, bracelets), or 
even powder. Of all potential AI-integrated technologies, 
X-ray systems might be the most promising detection 
tool. If they can identify rhino horn based on its density 
and size, it could significantly enhance detection 
capabilities for rhino horn in all its forms. However, the 
various forms of trafficked rhino horn make identification 
a greater challenge. An entire horn or cross-sectional 
cuts are likely unique enough for AI to identify an image. 
Meanwhile, cubes, worked products, and especially 
powder would be a greater challenge.122

Legal Access to Data or Images

Confiscated rhino horns or images of the seized products 
are often held by customs and enforcement agencies 
around the world, but countries may be reluctant to share 

photos with each other or the private sector, particularly 
any sensitive information from ongoing investigations. 
In some cases, legal agreements may be necessary to 
permit information sharing. In other cases, countries 
may be willing to share their data, but they want to see 
that they are contributing to a broader effort.123 Actors 
working in the AI space should involve data source 
countries in the process, showing them the results of their 
contribution, as opposed to merely asking them for image 
or data files. 

Intellectual Property (IP)

Related to legal access issues, countries and the private 
sector may restrict the free flow of technology, images, 
or information for intellectual property concerns. For 
example, the cost of purchasing the intellectual property 
underpinning the AI system could prove too expensive for 
some countries or airports. Alternatively, some countries 
may prohibit sharing IP, including data or images that 
might be exploited for commercial gain—no matter how 
small—by another party. In such instances, a completely 
anonymized and fictional synthetically-generated data set 
may be used to bridge the gap.

Integrating AI Directly into Existing Platforms

An ideal scenario for AI involves directly integrating the 
technology into an existing platform widely used by the 
customs agency or inspector.124 This includes an X-ray 
machine for airports or ports, and for carrier-service 
companies, linking to their conveyor belt system. It is 
far more challenging to ask front-line officers to adopt 
new stand-alone technology that requires significant 
additional training and does not easily link to their 
existing duties or systems. That being said, cloud- and 
modern edge-based AI technologies can be used to 
eliminate the need for direct integration, pushing image 
processing to remote or local computing resources.125 
Still, the platform would need to support some means 
of data transfer. Thus, an industry standard Application 
Programming Interface (API), a software intermediary that 
allows two applications to talk to each other, could make 
a significant difference.126

iv For example, black rhino horns are more rounded at the base, while white rhino horns are more square at the base.
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High Initial Development Cost

Any entity developing an AI program will incur significant 
upfront costs, require government and/or private sector 
support, and need to have technological experts capable 
of designing, training, and testing the program. 

Long-Term Commitment

Given that these apps or computer systems are designed 
to be used for many years, they will need to be continually 
upgraded once design flaws are discovered or to optimize 
usage in response to real-time changing conditions. 

Cost of Usage

Given that many of these programs are brand new, it is 
unclear whether the cost of using the technology will be 
prohibitive for certain governments. Unlike apps, which 
can be free, computer software or programs could be 
more costly.

Training and Technical Support

If adopted by customs or other officials, personnel will 
likely need training on how to use the AI program and 
may need continuous technical support.
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IV. Information-Sharing Tools 
Law enforcement agencies have access to 
communication platforms, enforcement databases, and 
a variety of other information-sharing tools. Generally, 
information-sharing platforms on secure channels enable 
enhanced communication across international borders, as 
well as consolidation of data and improved ability to track 
trends in criminal activity. These tools are used to gather 
information to support investigations, identify trends for 
strategic allocation of enforcement resources, and share 
resources, advice, and expertise among stakeholders. 
While their use is broadly applicable to the transit of many 
illicit goods, these tools provide valuable resources to law 
enforcement seeking to combat poaching and trafficking 
of rhino horn and other illegally traded wildlife and wildlife 
products. A summary of select tools, along with examples 
of successful use, limitations, and additional approaches 
for facilitating information-sharing are described below. 

World Customs Organization (WCO) 
Communication Platforms

Managed by WCO, the Customs Enforcement Network 
(CEN) Suite provides several platforms for information-
sharing and secure communication among international 
customs agencies. All 183 WCO members use CEN in 
some capacity. Access to these platforms is restricted.

The CEN application is primarily an enforcement 
information database including photos and X-ray 
images.127 It also includes a communication component 
that allows cooperation between agencies and access to 
alerts, reports, bulletins, and similar publications.128 Entry 
of information is facilitated through standardized forms 
and an automatic upload feature.129 The CEN Suite also 
contains the National Customs Enforcement Network 
system (nCEN). nCEN is focused on national-level data 
collection and storage and includes functionality to share 
information internationally and regionally.130 

The Customs Enforcement Network Communication 
(CENcomm) platform, is a web-based, real-time encrypted 
communication system that allows a closed group of 
users to share information throughout an operation.131 
A new version of CENComm was released in 2019, 
which includes mobile and offline capabilities and a chat 
function permitting users to share information quickly.132 
ENVIRONET is a CENcomm platform that facilitates real-

time communication relating to environmental crimes.133 
Users are national authorities, international organizations, 
and regional networks134 who share information on best 
practices, training materials, and seizures, and create 
discussion forums.135

ContainerComm and AircargoComm

Started in 2004, the Container Control Programme is 
a joint effort of the United Nations Office on Drugs and 
Crimes (UNODC) and WCO. Activities include training 
interagency Port Control Units (PCUs) and Air Cargo 
Units (ACCUs) to stop movement of illicit items across 
borders.136 Units communicate with partners in other 
countries using the secure ContainerComm (for PCUs) 
and AircargoComm (for ACCUs) applications through 
WCO.137 The communication system allows the members 
of over 100 units in more than 50 countries to send 
information, alerts, and operational requests.138

Ecomessage

Developed in the 1990s by the INTERPOL Wildlife 
Crime Working Group, Ecomessage provides a standard 

 WCO, CEN Suite Brochure: sharing connecting & bridging. © WCO

Figure 10: WCO Customs Enforcement Network (CEN) 
Suite
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reporting format for crimes relating to illegal wildlife trade, 
Convention on International Trade in Endangered Species 
of Wild Fauna and Flora (CITES) violations, and other 
environmental crimes.139  Messages can be transmitted 
through the INTERPOL I-24/7 communication system. 
This platform aims to improve information flow and data 
availability and helps users identify law enforcement 
contacts in other countries.140 Guidelines have also been 
issued by the INTERPOL General Secretariat to support 
accurate and timely entry of information.141

European Union Trade in Wildlife Information 
eXchange (EU-TWIX) and Africa Trade in Wildlife 
Information eXchange (Africa-TWIX)

EU-TWIX allows law enforcement agencies in EU-member 
countries to access centralized data on wildlife-related 
seizures and crimes and to communicate via a mailing 
list.142 Access to the website and mailing list is limited 
to authorized users.143 Each participating agency has a 
designated official who can submit data, and ownership 
of the data remains with the country that submitted 
it.144 WCO provides information from the CEN seizure 
database, which receives information from EU customs 
offices.145 Over 1,200 officials participate in the mailing 
list, with participants from all EU members, neighboring 
countries, and international and regional organizations.146 
Through the mailing list, users can communicate 
regarding seizures and exchange experiences, advice, 
and expertise.147

AFRICA-TWIX is based on the EU-TWIX model. Current 
members are Burundi, Cameroon, Republic of the Congo, 
Gabon, Democratic Republic of the Congo, Central 
African Republic, Chad, and Rwanda.148 More than 230 
officials participate in AFRICA-TWIX.149 There is also a 
similar platform for the Southern African Development 
Community (SADC-TWIX), with over 460 members from 
the following SADC member states: Angola, Botswana, 
Eswatini, Lesotho, Madagascar, Malawi, Mauritius, 
Mozambique, Namibia, South Africa, Zambia and 
Zimbabwe.150 The mailing list for Eastern Africa-TWIX 
launched in August 2020 and has over 150 officials from 
Kenya, Tanzania, and Uganda.151  

Additional Resources
In addition to the tools above, several other databases 
are relevant to wildlife trade. The RhODIS (Rhino DNA 
Index System) database gathers DNA profiles and 
location of rhinos in South Africa, with a goal of including 

all rhinos in the database.152 When authorities confiscate 
rhino horn, they can run a DNA test to determine its 
exact origin. This is intended to serve as a deterrent to 
poachers and assist in prosecutions.153 UNODC’s World 
Wildlife Seizures (World WISE) Database provides another 
resource. It is a compilation of several sources, including 
CITES Annual Illegal Trade Reports, WCO-CEN, EU-
TWIX, and the USFWS Law Enforcement Management 
Information System (USFWS-LEMIS).154  

Other Information-Sharing Methods 

Additional opportunities for more targeted information-
sharing allow partners to ensure security of information 
and potentially open doors to future collaboration. 
Memoranda of Understanding (MoUs) or Mutual Legal 
Assistance Treaties are examples of agreements that 
support cooperation and information-sharing between 
partners.155 For example, the WCO has signed MoUs 
with various entities including the CITES Secretariat, the 
Lusaka Agreement Task Force, TRAFFIC, and the Wildlife 
Conservation Society (WCS).156 Existing agreements may 
already be in place and could serve as legal basis for 
cooperation on efforts to detect wildlife contraband. 

Informal communication also plays an important role in 
enhancing international cooperation. In-person trainings 
and meetings for law enforcement officers and decision-
makers can help build capacity and skills, develop 
trust, and facilitate beneficial connections between law 
enforcement. In-person trainings build capacity and skills, 
as well as facilitate beneficial connections between law 
enforcement. Other opportunities include exchange 
programs between source, transit, and destination 
countries.157 

Pangolin scales seized by Malaysian authorities en route from Africa. © TRAFFIC
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CENcomm

Played a role in the success of 2015’s Operation Cobra 
III,158 which at the time was described as “the biggest ever 
coordinated international law enforcement operation 
targeting the illegal trade in endangered species” and 
included the seizure of at least 119 rhino horns.159 Thirty-
seven countries participated in seizures or arrests, 
using the CENcomm tool which “enabled investigators 
to exchange real time intelligence and information, and 
to target and track suspicious cargoes, poachers, and 
traffickers of endangered species.”160 

EU-TWIX

In 2012, Belgian Customs was alerted to the pangolin 
trade through seizure photos shared on the EU-TWIX 
mailing list, which has resulted in more than 30 seizures.161 
In another example, French and Belgian officials who had 

met over EU-TWIX were able to leverage that connection 
to collaborate on a joint investigation leading to a frog 
confiscation and seven arrests at Paris-Orly airport.162

AFRICA-TWIX

In one example, Cameroonian officials obtained contact 
information for relevant authorities in Hong Kong through 
AFRICA-TWIX, supporting a joint investigation stemming 
from a pangolin scale seizure in Hong Kong.163 In another 
case, seven people from local freight services and 
customs agencies were arrested based on information 
shared on AFRICA-TWIX relating to 28 elephant 
tusks that had been seized in Bangkok. Collaboration 
and information-sharing relating to investigations by 
INTERPOL and Congolese authorities were supported by 
the platform.164

Case Studies 
The following information-sharing tools have demonstrated success in supporting law enforcement actions to combat 
wildlife trafficking.

Limitations and Considerations 
for Implementation
Although formal communication channels are identified 
as key to law enforcement successes, there are 
limitations to their effectiveness as well as some barriers 
to adoption.

Lack of Trust

Significant concerns exist around a lack of trust between 
platform users. Concerns about corruption within law 
enforcement agencies can also result in distrust and 
unwillingness to share information. Building personal 
relationships can help address this and facilitate 
collaboration and exchange of information between 
trusted partners. 

Authority/Mandate to Share Information

In some cases, a lack of authority to share information can 
prevent communication relating to active investigations. 
In addition, data can often be fragmented or handled by 

more than one agency, which can further complicate this 
issue. Finally, the mandates to share information and the 
tools to share it differ among government, civil society, 
and private sector stakeholders, which can create barriers 
to sharing information. 

Dr. Tim Wittig, Presentation, "Information Sharing: Summary of Tools & Best 
Practice," EWCL Virtual Workshop Series, Detection Tools and Best Practices to 
Combat Wildlife Trafficking: Apps, Information Sharing Platforms, and Training 
Programs, October 21, 2020.

Figure 11: Differing Mandates, Authorities, and 
Information Among Stakeholders

Law Enforcement NGOs Private Sector

Has Authorities & 
capabilities

Interest, mandate, 
& information

Authorities & 
capabilities (some)

Lacks Interest, mandate, 
& information

Authorities 
& capabilities

Interest, mandate, 
& information

39Wildlife Trafficking Detection Tools 

Information-Sharing Tools



Accessibility, Language, and Time Zone

Many platforms limit access, which provides greater 
security of information, but may prevent some users 
from accessing information. Additionally, some 
platforms are only available in select languages and 
there may be language barriers between users. Finally, 
time zone differences can impede quick communication 
between users. 

Timeliness of Information

Although some platforms allow for real-time 
communication, the timeliness of information is still a 
concern for users who may not be alerted to suspected 
contraband moving through their country until it is too late. 
In such instances, direct communication between trusted 
law enforcement partners, such as a secure “WhatsApp”-
type instant messaging group chat, can be preferable 
especially when working with time-sensitive information.165

Resources and Institutional Commitment

Collecting and entering data also requires computer 
equipment, training, and staff resources, as well as 
institutional commitment and prioritization from relevant 
authorities within a country and/or agency. This includes 
the staff needed to review data received and additional 
information to corroborate or refute intel. Additionally, 
entering data into information-sharing platforms can take 
time and requires accuracy and attention to detail. As 
one source observed: “Officers may resent the time-
consuming nature of data entry, but nonetheless, errors 
in data entry or information categorization can lead to 
vital information being unlocatable when needed.” 166 
Where applications are not integrated, the data-entry 
burden can be amplified and where there are multiple 
platforms with similar purposes, users may choose not to 
enter information into more than one system. Additionally, 
where information is organized in multiple databases, it 
can be challenging to identify where data may be missing 
or duplicated.

Customs officers assess confiscated rhino horn and ivory. 
© Alex Hofford / WildAid
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V. Personnel-Based Tools
The success of counter-wildlife trafficking measures 
relies to a large extent on the dedication, integrity, 
training, and experience of the implementing 
personnel. Fundamentally, “your people are your best 
resource,” notes Sonja Mientjes, Director of Biodiversity 
Enforcement for South Africa’s Department of Forestry, 
Fisheries and the Environment (SA DFFE).167 “An 
enthusiastic enforcement or customs official who makes it 
their mission to gather information, intelligence, observe 
people’s actions and behavior, and detect irregularities” 
can often be the single best tool at a government’s 
disposal.168 For all employees, there is a universal need to 
equip them with the knowledge and tools to do their jobs.

A variety of measures have been developed to select, 
manage, train, and educate enforcement personnel. This 
section focuses on two categories of personnel-based 
tools—risk management, and training programs and 
educational materials—each of which can dramatically 
enhance authorities’ effectiveness at detecting and 
prosecuting wildlife crime. 

While not addressed in detail here, personnel selection 
is another useful tool. The appointment of dedicated 
and zealous employees, such as those with a passion 
for wildlife conservation or law enforcement, can be 
extremely valuable to organizational success. Conversely, 
hiring the “wrong person” can have disastrous 
consequences. Officials must carefully screen potential 
employees to eliminate corruption risks. While simple 
criminal background checks are standard procedure, 
thorough screening with personal and occupational 
history references can help root out riskier applicants. 
Although outside the scope of this report, human 
resources filters and guidance can also assist to better 
evaluate and select applicants beyond reviewing CVs and 
conducting interviews. Even when corrupt officers slip 
through the cracks, however, regular rotations of customs 
officers (e.g., every six months) to a new post or port of 
entry can help minimize the impact of corruption.

A. Risk Management 
Global customs and wildlife enforcement agencies 
are faced with a daunting task. Prior to COVID-19, on 
a daily basis over 20 million airport passengers, 100 
million metric tons of air cargo,169 and in excess of 
400,000 twenty-foot unit equivalent intermodal shipping 
containers passed through global commerce,170 not to 
speak of countless persons and goods via land border 
crossings. To adequately screen such immense volumes 
of persons and goods without creating undue burdens 
on the flow of commerce, officials must develop systems 
to prioritize and identify high-risk and suspicious objects 
while facilitating low-risk movements. Known as “risk 
management,” this practice is a key tool used by global 
customs agencies. 

Risk management is a set of coordinated activities 
designed to direct and control risk.171 As detailed in 
the World Customs Organization (WCO) Customs 
Risk Management Compendium and Figure 12, “a key 
feature of this approach is to actively ‘steer’ [traders 
and travelers] towards voluntary compliance (low-risk) 
leaving more scarce control resources to be deployed 
towards the high-risk end of the risk continuum.”172 This 
can be achieved by providing compliance incentives, 
while operating a credible enforcement regime which 
effectively and efficiently detects and punishes non-
compliance.173 For example, passengers may be directed 
to voluntarily comply with airport security requirements, 
such as removing liquids or sharps in their carry-on 
luggage, with failure to do so leading to searches of 
luggage or confiscation of items.
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achieved both by providing incentives for traders 
and travellers to comply, and by operating a cred-
ible enforcement regime which effectively and 
efficiently detects and punishes non-compliance. 
Affecting client behaviour and actively steering the 
population towards low risk will allow Customs to 
concentrate its control resources on high risks. 
Diagram 1 illustrates an example of a compliance 
management model. 

In the Customs context, control and risk manage-
ment of goods, conveyances or people commences 
at the export or departure point and continues with 
ongoing verification actions at the point of import 
or arrival and, in post-control audit circumstances, 
beyond. The term multi-layered is used to encap-
sulate the entire decision-making and other activ-
ities that may be carried out by Customs along 
this supply chain continuum.  A modern compli-
ance management approach recognizes that risk 
mitigation strategies can and should be applied 

throughout the supply chain. It also recognizes 
that a combination of multiple measures often 
leads to better results and more effective use of 
resources. Where appropriate legal, technolog-
ical and operational arrangements are in place, 
a multi-layered approach can also facilitate risk 
identification, response coordination and collabo-
ration across and between governments. 

At the operational level, a modern risk-based 
compliance management approach is increas-
ingly enabled by intelligence support. Intelligence 
enabled risk management brings together infor-
mation and knowledge learned by Customs with 
a systematic approach for identifying and treating 
risks of greatest consequence. This is a critical 
process, as high risks identified through the risk 
management process will often be greater in 
number than Customs’ resources and ability to 
respond. This is the point where intelligence hold-
ings inform decision makers of a recommended 

Diagram 1. Compliance management model 

 LOW RISK LEVEL HIGHT

Client Categories VoIuntary compliance
People who want to comply

Assisted compliance
People who try to comply, 
but don't always succeed

Directed compliance
People who will 
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they can

Enforced compliance
People who deliberately do 
not comply

Client Behaviours •VoIuntary compliance
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•  Attempting to comply
• Uninformed clients  
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•  Will avoid if  
possible

• Criminal intent
• Illegal activity

Customs' Competencies Interventions

Information
High quality,timely, and
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out) the border

Patterns of non-
compliance by:
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destination or port of 
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•  Profile of individual 
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traders/travellers

•  Identification 
of specific 
compliance 
problem (e.g., bad 
systems, poor data 
entry etc)
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and offshore) about 
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offenders and their 
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Assessment
Assessment of the level of 
risk posed by arriving and 
departing people, goods 
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•   FrontLine Pax/Goods staff 
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•   Intelligence profiles
•   Statistically valid random 

checks

•  Complie information 
on client behaviours

•  Identify and monitor 
compliance trends/
patterns

•  Problem solving 
approach 
to specific 
compliance 
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•  Investigation

•  Assess risk and 
information needs in 
relation to seriousness of 
offence

• Investigation

Action
Actions required to mitigate
identified risk(s) without 
unduly disrupting 
legitimate trade and travel

•  Compliance programmes 
(e.g., FrontLine, Call Centre)

•  Education and advice
•  Visible deterrence
•  Cargo and baggage screening

•  Targeted compliance 
guidance

•  Punitive sanctions
•  Rolling audit 

programme
•  Increased attention

•  Deter by detection 
and surveillance

•  Comprehensive 
audits

• Prosecution

•   Pre and post clearance 
interventions

•  Comprehensive audits
•  Passenger/cargo 

searches
•  Prosecution

 Direction that Customs wants to move travellers and traders

Increasing levels of intervention by Customs

Figure 12: Compliance Management Model

WCO, Risk Management Compendium - Volume I. © WCO

Customs operations should be backstopped by a robust 
organizational risk management framework, which allows 
individual risks to be identified, assessed, and managed 
across the organization by empowering officers at all 
levels to make risk-based decisions in a structured and 
systematic manner.174 Additional guidance can be found 
in the WCO Risk Management Compendium, which offers 
customs agencies practical and operational tools to 
assess, profile, and target the flows of goods, people, and 
means of conveyance across international borders, and to 
determine appropriate levels of intervention, if necessary.

Risk management compliance regimes are often reliant 
on intelligence support. This is particularly necessary for 
managing high-risk threats, which may be greater than 
customs’ capacity to respond, thereby necessitating the 

use of automated detection, observations of individual 
officers, data analysis, and even public tips. For example, 
where “all consignments are accompanied by commercial 
documents, customs should analyze data, evaluate 
the risk associated with regard to consignments, and 
determine the best way to intervene—whether goods 
can be released immediately, or if they require further 
documental or physical inspection.”175 Information 
technology, such as the Nature Intelligence System (see 
Section III.B.3.), can play a critical role in our ability to 
process mass quantities of traded goods and identify 
high-risk wildlife shipments. As with all technology, 
this requires training on how to manage and analyze 
trade data to carry out risk profiling, target suspicious 
consignments, and identify wildlife contraband.176 
Analysis of bulk data on seizures (for specific species or 
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more generally) can also be used to determine which 
ports, consignments, or clients may be susceptible 
to smuggling, permitting agencies to allocate scarce 
resources to areas posing the highest risk.177 

Risk Profiling

A subset of risk management, risk profiling offers a 
more individualized approach. Individual customs 
officers must perform mental risk assessments for each 
traveler walking past or every container moving across 
a conveyor belt. Officers can employ risk profiling to 
assess the threat posed by an individual or cargo, 
which may warrant greater scrutiny and searches. 
For example, customs may flag certain flights or 
routes (origin, destination, or transit points), shipment 
methods or abnormalities, individuals, or nationals as 
being more suspicious or likely to engage in wildlife 
trafficking. Similarly, traveler behavior, body language, 
or possessions may pique an astute officer’s curiosity. 
Officers should be willing to probe and ask uncomfortable 
questions of travelers to assess reactions and responses. 
And while amateur smugglers may be easier to spot, 
vigilance is necessary to recognize people who may not 
raise an immediate red flag, especially professionals.

It is dangerous to confuse risk profiling with racial or 
ethnic profiling. Other stereotypes can also be harmful 
(e.g., thinking women are less likely to commit crimes) 
in that they may cause officers to overlook high-risk 
passengers. Thus, risk profiling looks at a variety 
of factors to assess the threat posed by a person 
or shipment. Detailed information on risk profiling, 
assessment, and targeting tools can be found in Volume 
2 of the Risk Management Compendium (available to 
WCO members only), which can help to identify high-risk 
consignments, passengers, and conveyances for customs 
intervention.

Risk profiling can be used in conjunction with many of 
the tools listed in this report.  Scanning equipment and 
automation (e.g., AI) should be used in tandem with risk 
profiling to identify and search high-risk travelers and 
cargo. Likewise, risk management, assessment, and 
profiling is an important component of training programs 
for customs officers and dog handlers. Ultimately, officer 
experience is critical and must be learned in the field 
through real-life encounters to improve their ability to 
profile, target, and intercede.  

B. Training Programs and 
Educational Materials 
Governments need well-trained officials capable of 
identifying and reporting a threat and employing methods 
and tools for wildlife trafficking detection and disruption, 
risk assessment and management, and wildlife crime 
investigation techniques. Regularly scheduled training 
programs, especially for new employees, and widely 
available educational materials are critically important to 
support effective detection of contraband.

A number of learning tools are available and often 
broadly categorized under the following themes: applied 
tools for facilitation of the legal trade in wildlife; assessing 
and preventing illegal wildlife trade; risk management/
profiling; policy recommendations and legislation drafting; 
wildlife crime and forensic science; demand reduction 
and community engagement; capacity building; and 
project management and evaluation.178  

These learning tools are accessible in various formats 
ranging from online publications, databases, and 
e-learning platforms, to in-person training programs, 
mentorship opportunities, and certified courses, to 
simple posters or factsheets. It has been suggested 
that in-person training has a higher rate of efficiency 
when compared to online alternatives due to a number 
of factors, including the higher volumes of information 
processed and direct exposure to practical activities 
introduced per session. In-person training programs are 
also positively correlated with trust-building, whereas 
this may be difficult to achieve for certain digital forms of 
training given the sensitive nature of information to which 
law enforcement units are exposed.179   
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Figure 13: Sample Specimen Identification Poster 

© SA DFFE

A significant number of resources are available 
internationally and cover diverse target audiences 
including customs units and customs administrations, 
law enforcement agencies, logistics and transport 
sector companies, wildlife regulatory agencies and 
investigators, policymakers, governmental agencies, 
NGOs, conservation practitioners, and researchers. It 
is important to note that the list of examples below is 
not exhaustive and does not include training courses 
developed by individual private sector companies. The 
following are a few of the largest resources available in 
this context. 

World Customs Organization (WCO)

The WCO is dedicated to improving efficiency of customs 
administrations180 and offering exchanges, support, and 
facilitation through their Regional Centers and Regional 
Offices for Capacity Building. They also host the large 
Customs Learning and Knowledge Community (CLiKC!) 
e-learning platform (access is granted to customs officers, 
private professionals, and scholars),181 multiple open-
access publications and tools, and the Container Control 
Programme (CCP) (also described above in Section IV). 
The CCP is established jointly with the United Nations 
Office on Drugs and Crimes (UNODC) to support the 
establishment of multi-agency units in partner countries 
to “improve risk management, supply chain security, and 
trade facilitation in seaports, airports, and land border 
crossings.”182
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United Nations Office on Drugs and Crime (UNODC)

Apart from the above-mentioned CCP, UNODC offers 
valuable resources183  consisting of online materials 
discussing issues associated with wildlife trade, 
supported by technical advice and applied tools. 
Their eLearning platform184 provides a range of self-
directed trainings, including on wildlife and forest crime, 
available to member state institutions and international 
organizations, upon agreement with UNODC. 

U.S. Fish & Wildlife Service (USFWS)

USFWS offers a range of educational materials, courses, 
and training programs for wildlife, conservation, and 
law enforcement officers both in the U.S. and abroad. 
Together with the U.S. State Department Bureau 
of International Narcotics and Law Enforcement 
Affairs (INL), USFWS agents host International Law 
Enforcement Academies (ILEAs), which seek to build 
the capacity of foreign criminal justice partners of the 
United States, training 4,500 persons annually, while 
fostering relationships to facilitate better international 
cooperation.185 The six international ILEAs serve each 
of the following regions: Budapest, Hungary (Europe); 
Accra, Ghana (West Africa); Gaborone, Botswana 
(Africa); San Salvador, El Salvador (Latin America & the 
Caribbean); Bangkok, Thailand (Asia); and Roswell, New 
Mexico (Global Executive Symposium). USFWS agents 
host a two-week-long Wildlife Trafficking Investigators 
Program (WTIP) at each ILEA, providing lessons on the 
following topics, which are reinforced by field exercises 
in: endangered species law; Convention on International 
Trade in Endangered Species of Wild Fauna and Flora 
(CITES) wildlife trade data; wildlife identification; case 

initiation and management; digital evidence; forensics 
and crime scene processing; surveillance; undercover 
operations; money laundering; interviewing; ethics 
and corruptions; raid planning; report writing and court 
preparation.186 Agents provide a similar Wildlife Border 
Inspection Training Program (WBITP) at the ILEAs 
focused on border protection specialists.187 In addition 
to the ILEAs, USFWS runs about 50 trainings per year, 
including the International Conservation Chiefs Academy 
(ICCA), bringing together 40 leaders of conservation 
law enforcement agencies from around the world in an 
effort to enhance collaboration and better combat wildlife 
trafficking.188 

TRAFFIC

TRAFFIC maintains an up-to-date research library189 
of open-source publications themed around wildlife 
trade, including illegal trade in rhino horn. TRAFFIC also 
operates the Wildlife Consumers Behavioural Change 
toolkit, an online platform offering diverse materials 
including, research, supporting documentation, and 
assistance, followed by webinars and discussion forums 
on behavioural change.190 

USAID Reducing Opportunities for Unlawful 
Transport of Endangered Species (ROUTES) 
Partnership

USAID shares a diverse resource library191 and a collection 
of online trainings such as role-specific trainings designed 
for various air transport roles192 and general awareness 
trainings discussing the issue of wildlife trafficking in 
different regions and globally.193

Convention on International Trade in Endangered 
Species of Wild Fauna and Flora (CITES)

This program offers the CITES Virtual College e-learning 
resource194 to improve Parties’ capacity to understand and 
implement the requirements of the Convention. 

A summary of some of the training tools can be found in 
Appendix 2 - Select Training and Educational Materials.195 
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Featured Training Program: South Africa 
Since 2014, SA DFFE has developed a robust framework 
of capacity-building and awareness-raising for a 
wide range of participants, including compliance and 
enforcement officers operating at ports of entry and 
exit, such as the South African Revenue Service (SARS) 
Customs and the South African Police Service (SAPS). 
This initiative is delivered through a series of rotational 
training sessions presented at 33 ports covering air, sea, 
rail, and land transit points with a total of 2,800 officials 
reached so far.196

Together with the SARS Customs Institute of Learning, 
DFFE developed a week-long training course that 
includes an introduction to laws relating to the trans-
boundary movement of wildlife, criminal law and 
procedure relevant for first responders, situations 
or events giving rise to “reasonable suspicion,” and 
guidance on the proper handling of evidence.197 The 
training exposes officials to existing forensic capabilities 
and empowers port officers to write detailed statements 
and reports, as well as establish and maintain the chain 
of custody of evidence, from detection to handing over 
to the SAPS or Environmental Management Inspectors 
(EMI). All materials are linked to applicable law and were 
developed to meet the specific needs of customs and 
port officers.

Rhino-focused training materials have also been 
developed, including a video and guide on the 
proper processing of detected rhino horn (measuring, 

photographing, and taking of samples that are able to be 
matched through a DNA-referenced database), a manual 
to distinguish between rhino horn and other materials 
or fakes, as well as identifying biodiversity material that 
contribute to an officer’s ability to develop a reasonable 
suspicion of a criminal offense, and the identification of 
sensitive information that should only be shared amongst 
state authorities.198  

This training program appears to have had the desired 
effect, with a subsequent increase in the number of 
detections being noted. There are, however, several 
challenges that remain. For example, customs and 
port officers require training on skills that will not only 
enhance their abilities to identify and detect wildlife 
products and/or derivatives, but also lead to successful 
prosecution. These topics include increased awareness 
of the evidential value of items found at a port of entry/
exit crime scene, the detention of suspected traffickers, 
and the preparation of documentation (i.e., statement 
writing) that may later be introduced in a court of law. 
These aspects have been included in the content of the 
new curriculum developed jointly by DFFE and the SARS 
Customs Institute of Learning, however, they need to be 
highlighted in the delivery thereof, in order to ensure 
that post-detection activities are executed in a legally 
defensible manner.199 
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Additional Considerations

Before arranging or designing a training program, the 
following issues warrant consideration: First, trainings 
should be restricted to trusted persons in order to avoid 
risks of sensitive information and tools falling into the 
“wrong” hands.200 Misuse of information is more often 
found in remote training locations (e.g., foreign countries 
where it is harder to monitor training programs). Second, 
“Train the Trainer” programs are critically important to 
reach a wider audience. A learning exchange framework 
should permit trainees to pass their newly-acquired 
knowledge and skills on to other members of the 
team, which can be supported by manuals and training 
materials.201 Third, although regular rotations may work to 
combat corruption, there is significant value in ensuring 
trained personnel will stay in the same jobs or line of work, 
so they can make a career out of what they have learned.

Once trained, participants should receive continued 
support to utilize learned tools and techniques directly 

in the workplace.202 In particular, port compliance and 
enforcement officers need real-time enforcement support 
so that suspected traffickers and their contraband are 
properly detained, seized, secured, or released. This 
challenge could better be managed by designing a 
mobile application or online web-based portal that 
allows front-line officers to share real-time messages, 
photos, or videos of suspected contraband directly 
with experts. This would allow experts to review the 
information and provide immediate feedback to customs 
and enforcement officers on duty the moment they 
need it to confirm whether or not the suspect material 
is contraband.203 As AI technology becomes more 
widely used there could be related opportunities for 
automated alerts and communications. Finally, trust and 
working relationships between wildlife authorities and 
port compliance and enforcement personnel is important, 
so they have confidence in support when faced with a 
potential wildlife trafficking case. 
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VI. Conclusions and Recommendations 
Wildlife trafficking detection is fundamentally an issue 
of human capacity. With such large quantities of goods 
moving around the globe, governments and society 
cannot possibly stop, inspect, and confiscate all trafficked 
wildlife. Governments thus find themselves prioritizing 
efforts along key trafficking routes and inspecting 
commonly used trafficking methods. Understandably, 
success is often directly related to the availability of 
resources (human, technological, and financial) devoted 
to the effort. Although a variety of factors—wealth, 
corruption, political willpower, and legal deterrence—
are critical determinants of a government’s capacity to 
respond, the magnitude of persons and goods transiting 
through global commerce is universal.

Tools help us meet this challenge by enhancing our 
ability to respond. Some help process what the human 
brain cannot, such as sniffer dogs, scanning equipment, 
or AI. Others, such as apps, put a world of information 
at our fingertips. Tools not only provide for more rapid 
detection, but they greatly enhance our enforcement 
capacity, thereby reducing the need for costly solutions 
such as more personnel or bottlenecks deemed 
unacceptable to a fast-paced society, such as long lines 
at customs or security checkpoints. Online platforms and 
information-sharing systems further allow customs and 
enforcement agencies to better communicate, coordinate, 
and collaborate both within and amongst countries, 
responding to threats in real-time. Risk management 
helps authorities focus their efforts on high-risk targets 
to more efficiently allocate scarce resources. Others, like 
training and education programs, seek to equip front-line 
personnel with the information necessary to operate these 
tools and use their knowledge and intuition to break the 
trafficking chain.

Tools not only provide for more rapid 
detection, but they greatly enhance our 
enforcement capacity

Sniffer Dogs

Each of the tools mentioned in this report offers unique 
advantages and challenges to adoption. Sniffer dogs are 

a highly effective tool at detecting rhino horn, as well as a 
multitude of other wildlife contraband. No other tool offers 
the ability to detect rhino horn in any form (whole, cut, 
worked, or powder) with such a level of success. While 
appropriate in many jurisdictions, cultural considerations 
may discourage their use in societies where dogs are 
disfavored. Employing these animals requires a significant 
and uninterrupted commitment of personnel, time, and 
financial and operational resources that not every country 
or enforcement agency can afford. Anyone seeking to 
establish or fund a sniffer dog program should therefore 
fully integrate and plan for the long-term needs and 
commitments involved to make it successful. 

Scanning Equipment

Technological tools provide some of the most exciting 
and evolving measures to detect wildlife contraband. 
Scanning equipment is often the first line of defense for 
security and customs agencies in the air transit sector, 
but can also be used in ports and other facilities, such as 
private couriers or mail facilities. Most equipment in use 
at international airports today can clearly identify organic 
material, and in the case of Computed Tomography 
(CT) X-ray machines, provide 3-D images of a tusk, 
rhino horn, or other specimen. Unfortunately, more 
advanced systems can be cost-prohibitive for many 
developing countries. Further, all scanning equipment—
even those with some built-in Artificial Intelligence 
(AI)—relies on human operators who require training 
and attentiveness. Operators will likely still have greater 
challenges identifying smaller quantities of rhino horn, 
such as pieces or powder. To maximize the use of the 
technology, security and customs agencies need to re-
imagine how and when we use these technological tools. 
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Because most luggage is not actively scanned for wildlife 
contraband until arrival with customs, and oftentimes 
only at random, there is a real missed opportunity to 
confiscate wildlife specimens earlier in the process. With 
the advent of AI, initial screening at departure airports 
can automatically detect wildlife contraband and flag it 
for later inspection by enforcement personnel at transit 
and destination airports. Once AI is fully integrated into 
scanning systems, governments should thus consider 
incorporating wildlife contraband into mandatory 
screenings at the point of departure.

Applications (Apps)

Apps present the only detection tool described in this 
report accessible to both enforcement authorities and the 
general public, although there may be opportunities for 
bespoke apps that are exclusive to specific authorities. 
By providing an opportunity for rapid identification and 
instantaneous reporting of illegal trade or possession 
of species/specimens, apps can greatly enhance our 
ability to respond to wildlife trafficking in real-time. The 
majority of apps require minimal training and can serve 
as an important, yet simple, educational and functional 
tool to help non-experts identify species/specimens 
through decision-tree prompts and questions. Still, they 
remain largely a complementary tool in that the user 
must first identify the wildlife specimen as suspicious. 
While apps are free to download and use, most of the 
public and even many customs or security officials are 
largely unaware of their existence, meaning that targeted 
awareness campaigns are vital to their effectiveness. 
To increase their effectiveness, designers should work 
collaboratively with government end users to support 
front-line decision-making for the public and customs 
officers to address real-time quandaries such as: the 

severity of the infraction, whether to confiscate the 
suspected contraband or detain the suspect, and 
how to report it. The next generation of apps should 
also seek to incorporate AI technologies enabling 
automatic detection of species. Given the existence 
of multiple apps, developers and governments may 
want to coordinate their efforts to develop a “gold 
standard” for widespread use. A gold standard app 
available in multiple languages could employ multiple 
species identification techniques—AI photo detection, 
a searchable species photo library, and decision tree 
questions—while facilitating reporting to authorities, 
among other features.

Artificial Intelligence

The last, but newest technological detection tool, artificial 
intelligence, represents a potential game changer in the 
fight against wildlife trafficking. AI’s uses in the wildlife 
space are numerous, including species identification, 
verification of shipping contents/documentation, online 
sales detection, and trafficking pattern identification. 
AI-based computer systems use computer vision (object 
recognition) and machine learning to draw upon a digital 
memory and rapidly process vast quantities of complex 
information to identify threats and contraband more 
quickly than humans and without their intervention. The 
ability of systems to learn to recognize patterns and make 
better decisions or predictions via machine learning 
creates a continuous feedback loop enhancing accuracy 
as the system is exposed to more information over time.  

AI represents another breakthrough in that it enhances 
other tools. The ability to combine and integrate AI into 
other detection technologies (e.g., scanning machines, 
apps) amplifies the effectiveness of the tools, providing 
immediate and automated computer intelligence to 
assess wildlife contraband. Once perfected and fully 
integrated into existing systems and tools, AI has quite 
possibly the greatest potential to enhance our capacity 
to identify wildlife contraband, trafficking routes, 
and patterns, while reducing personnel needs and 
investigation time. Yet, AI systems can be expensive 
to develop, requiring at minimum the participation of 
technological experts/companies and governments 
willing to adopt them. Their success is also dependent on 
legal and physical access to data or images, which can be 
a sensitive issue for some governments and enforcement 
agencies. Developers and adopters should plan far 
enough in advance to negotiate these legal issues with 
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partners to facilitate product improvement through 
machine learning and information sharing systems 
between governments when contraband is detected. Like 
all technological tools, training and ongoing technical 
support will be required.  

Information Sharing

Enhanced collaboration both within and between 
governments is a necessity to combat the transnational 
nature of the illegal wildlife trade. Information-
sharing systems, such as the Customs Enforcement 
Network (CEN) Suite and Trade in Wildlife Information 
eXchange (TWIX) platforms, help bridge this gap 
by providing a secure platform for communications. 
These platforms help governments collect and share 
expertise, intelligence, data, trends, and best practices, 
raise awareness of key developments, and support 
more efficient and targeted use of resources. This 
communication is critical in that it facilitates coordinated 
cross-border investigations and seizures. However, there 
are limitations to the effectiveness of these systems, such 
as a potential lack of trust between users of platforms, 
language barriers, time zone differences, handling 
multiple platforms, and data-entry burdens. In response 
to this, the importance of building relationships and trust 
between enforcement officers and agencies cannot 
be overstated. Legal mechanisms such as Memoranda 
of Understanding and Mutual Legal Assistance 
Treaties can help by providing formal mechanisms for 
cooperation, but other methods of building trust and 
understanding such as trainings and exchange programs 
can build lasting professional connections that support 
effective enforcement actions. They can also provide 
opportunities, both in the formal program and informal 
discussions, for law enforcement and stakeholders to 
share information regarding their ongoing programs 
and efforts outside of active investigations, creating 
opportunities for future collaborations and coordination. 
Likewise, informal real-time communications provide 
opportunities for immediate feedback and coordination, 
which in some circumstances can mean the difference 
between making or missing a seizure. Partners can also 
strengthen the effectiveness of information-sharing 
systems by providing feedback when someone shares 
useful information, when appropriate, which reinforces 
good practices.

Risk Management

Finally, efforts to combat wildlife crime are only as good 
as the people who implement them. Programs that 
properly hire, manage, train, and nurture enthusiastic 
officials dedicated to gathering information and 
intelligence, and observing and detecting irregularities 
are more likely to result in seizures and prosecutions. But, 
they must also make do with scarce resources. 

Given the massive volumes of persons and goods 
transiting through global commerce, enforcement 
authorities have developed risk management systems 
to prioritize and identify high-risk and suspicious objects 
while facilitating low-risk movements. Backstopped by 
intelligence gathering, information sharing, and data 
collection on known threats and trends, authorities can 
allocate more scarce resources to higher risk activities, 
while increasing compliance incentives and operating 
a credible enforcement regime capable of detecting 
and punishing non-compliance. Officers can likewise 
employ risk profiling techniques to assess risks posed 
by individual passengers and containers warranting 
further investigation. Experience and keen observation 
of traveler behavior, body language, or possessions 
combined with greater scrutiny of particular individuals, 
especially along known trafficking routes and methods, 
can lead to increased interdiction.

Training Programs

Governments can give their personnel a wide suite 
of tools, but they must also receive adequate training 
and education. Training programs, especially when 
implemented for new employees and continued 
regularly for existing employees, have been found to 
lead to enhanced detection and confiscation of wildlife 
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specimens. Although eLearning can be helpful when 
in-person courses are not an option,v  it is generally 
no substitute for live training programs, which provide 
officers with practical, hands-on experience, enabling 
them to better identify contraband previously observed 
with all their senses and respond to a variety of prior 
simulated situations. Once security and customs officers 
are equipped with this knowledge, however, they 
must also continue to be supported by wildlife and law 
enforcement agencies, who can offer them real-time help 
to identify species, detain criminals and contraband, and 
follow proper protocol to enable successful prosecution.

Considerations for Tool Selection 
There is no one-size-fits-all solution to improving 
wildlife trafficking detection. Not every government or 
agency has the luxury of having the financial, technical, 
or personnel capacity to select every tool available to 
combat the illegal wildlife trade. Nor does every tool work 
in every situation. Some can be quite costly to develop, 
purchase, or maintain—often requiring dedicated staff 
capable of operating and repairing many of these 

programs and tools. Whereas sniffer dogs present a 
serious financial and personnel commitment, in addition 
to the personal relationship necessary between the 
handler and dog, technological tools require highly 
specialized technical capacity and knowledge. Other 
tools may be poor cultural fits, such as sniffer dogs 
in communities or countries where dogs are disliked. 
Meanwhile, there are numerous low-cost tools and best 
practices, such as information-sharing, risk management, 
and regular training and education, which promote 
collaboration and strategic/early intervention, and can 
largely be adopted in most any country.  

Many of these tools have multiple applications beyond 
wildlife trafficking to cover narcotics, weapons, and 
explosives detection. By working together with other 
counter-trafficking agencies and partners, wildlife-
focused agencies or units can access a greater pool of 
resources, including funding and expertise. For example, 
scanning equipment, AI, and sniffer dogs can be used 
to detect narcotics, explosives, and wildlife. Training 
sessions for traditional security risks can be expanded 
to cover wildlife contraband with the added benefit that 
such actions will disrupt organized criminal enterprises 
operating in multiple spheres. 

This report was developed to raise awareness and 
better assist governments, the private sector, and the 
larger community seeking to combat wildlife trafficking 
in selecting the tools that best meet their financial and 
technical capabilities and situational needs. These 
considerations can also guide funding and capacity-
building efforts to assist enforcement agencies in scaling 
up and improving their detection efforts. Such assistance 
can take the form of direct funding, but it can also come 
from sharing knowledge, expertise, best practices, 
technology transfer, and other in-kind contributions.  

The table contained in Appendix 1 has been developed 
to help governments and partners better assess the 
benefits and limitations of six of the tools discussed in this 
report.vi It provides an overview and comparison of factors 
such as where tools can be deployed, the detection 
activities they are best suited for, and resources needed 
to effectively deploy each category of tools. 

v COVID-19 has accelerated the use and development of eLearning platforms, forcing many institutions to adapt where in-person courses are not only infeasible, but also unsafe.
vi The table does not specifically address risk management, as it tends to be an organizational systems tool not readily quantifiable in many of the categories listed below.

The tools presented in this report play a 
critical role in detecting and combating 
wildlife trafficking. However, it is important 
to note that detection is only one part of the 
wildlife law enforcement chain. To maximize 
their effectiveness and go beyond seizures, 
these tools should be used in tandem and in 
coordination with law enforcement authorities 
up and down the trafficking chain. Enhanced 
coordination measures—such as controlled 
delivery, information-sharing, DNA sampling, 
and evidence gathering—between security, 
customs, enforcement, and judicial personnel 
can better achieve long-lasting goals of 
dismantling transnational criminal networks, as 
opposed to merely disrupting them. Ultimately, 
these tools should lead to the arrest and 
prosecution of criminals, and it is incumbent on 
authorities to use them accordingly.

53Wildlife Trafficking Detection Tools 

Conclusions and Recommendations



Sniffer Dogs Scanning 
Equipment

Mobile Apps AI Systems Info-Sharing 
Systems

Training

Who will be the primary user of the tool?
Security, Law 
Enforcement, and 
Customs Agencies & 
Port Authorities

International 
Enforcement Orgs

Common/Transport 
Carriers

NGOs/Other Private 
Sector  

a

General Public

What issue are you trying to solve?
Detection 
in Transit   

b

Communication

Data-Sharing 
and Collection

What are the necessary costs/resources for deployment?
Costs estimated in USD: $ - up to $50K, $$ - 50k - 250k, $$$ - 250k - 500k, $$$$ - 500k - 1M, $$$$$ - over $1M

Startup Cost  
(for User)c  -  - Free -  -  -  - 

Operational Cost  
(for User)d  -  - Free  -  -  - 

Implementation 
Timeline

Months to Years Weeks to Months Weeks Months Weeks to Months Weeks to Months

Training Required  
-
  

-
  

-
  

e

Staff Retention 
Requirements  

-
    

f

 
-
 

Appendix 1: Tools Comparison Chart

a Some information-sharing platforms can be used by NGOs, while others are limited to governmental entities. 
b Can also be used to detect contraband in domestic markets, etc.
c  Estimated costs include purchase, initial training, equipment, installation/setup, and time or resources to start a program, as applicable. For sniffer dogs, assumes a unit of 

multiple dogs and handlers. Startup costs for developers can be significantly greater.  
d Estimated costs include maintenance, ongoing training, and additional salaried employees.
e Trainers themselves need to be trained and develop programs for a larger number of personnel.
f For users. Different considerations apply to developers. 
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Sniffer Dogs Scanning 
Equipment

Mobile Apps AI Systems Info-Sharing 
Systems

Training

What are the necessary costs/resources for deployment? (continued)
Equipment 
Needed

• Trained dog

• Trainer

• Scent samples

• Infrastructure 
(kennel)

• Vet care

• Food/treats

• Transportation

• Scanning 
machine

• Smartphone or 
tablet

• Internet / 
cellular network 
connection

• Software

• Cloud platform

• Vast data / 
photo libraries 
(or simulated /
synthetic data) 

• Computer

• Software

• Secure internet 
connection

• Presentation & 
speakers

• Sample 
specimens

• Simulated 
inspections

Tool-Specific Considerations

Additional 
Considerations

• Cultural 
acceptance

• Humane 
treatment of 
dogs

• Familiarity with 
working dogs 

• Availability 
of long-term 
funding

• Current scanning 
equipment used

• Need for 
upgrade 

• Uniformity of use 
across country

• Airport 
connection 
to US / EU 
requiring specific 
equipment 

• Maintenance 
& parts service 
agreement may 
be desired

• User goal 
(reporting, 
enforcement)  

• Regional access 
limitations 

• Ability to connect 
/ integrate 
backend (cloud) 
systems & AI 
models

• Continued 
developer 
maintenance 
required

• Early adoption 
& gradual 
improvement

• Intellectual 
property issues

• Complexity of AI 
model (increases 
with more 
species)

• Standardization 
of data / image 
entry into AI 
system

• In-house / 
partner expertise 
needed for use

• Purpose 
(inform, support 
investigations)

• Time sensitivity

• Type of info 
needed

• Personal data 
concerns

• Legal restrictions

• Language / 
communication 
barriers

• Timing (early 
intervention)

• Type of training 
needed

• Audience 
accessibility & 
interactivity 

• Language 
barriers 
(presenters, 
materials)
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Appendix 2: Select Training and Educational Materials 

Region Type Brief Summary Tool Name

Resources for Customs Units, Administration & Law Enforcement Agencies

International E-learning courses • Capacity enhancement;

• Increase awareness of CITES;

• Training materials on CITES.

CITES Virtual College

Training programs • Regional programs by U.S. government for Africa, Asia, Europe, 
and Latin America;

• Wildlife trafficking detection and investigation support 
(classroom & hands-on training).

Wildlife Border Inspection 
Training Program (ILEA)

Publication/manual • Organizational framework for risk management for customs 
administration;

• Guidelines to risk management process.

Risk Management 
Compendium (WCO)

• Overview of multilateral environmental agreements;

• Role of customs and border control officers in facilitating legal 
trade and preventing illegal trade.

Green Customs Guide to 
Multilateral Environmental 
Agreements (UNEP)

International 
(Upon Agreement 
With UNODC)

E-learning courses • Various online courses include ‘Airport Interdiction Techniques 
and Risk Assessment,’ ‘Wildlife Crime,’ ‘Risk Management.’

UNODC Global E-Learning

WCO Member 
States

In-person and web-
based trainings

• Network of WCO regional centers supporting exchange 
between customs officials, members’ training needs and WCO 
programs in a region.

WCO Regional Training 
Centers

• WCO Regional Offices for Capacity Building support customs 
administrations including project monitoring, donor networking, 
and use of WCO tools and practices.

WCO Regional Offices for 
Capacity Building

WCO Member 
Administrations

E-learning, training 
workshops

• Collaborative platform offering over 250 hours of courses on 
customs-related topics. The materials are available in English, 
French, Russian, Chinese, Arabic, Spanish, and Portuguese.

CLiKC! (WCO E-Learning 
Platform)

CCP Member 
States

Training programs • Training for port control and air cargo control units in identifying 
and inspecting high-risk shipments;

• Technical needs assessments;

• Study tours and exchange visits (including advanced specialized 
training and mentorship).

UNODC – WCO Container 
Control Program (CCP)
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https://cites.unia.es/
http://www.wcoomd.org/en/Topics/Facilitation/Instrument%20and%20Tools/Tools/Risk%20Management%20Compendium
http://www.wcoomd.org/en/Topics/Facilitation/Instrument%20and%20Tools/Tools/Risk%20Management%20Compendium
https://www.unenvironment.org/resources/publication/green-customs-guide-multilateral-environmental-agreements-2018
https://www.unenvironment.org/resources/publication/green-customs-guide-multilateral-environmental-agreements-2018
https://www.unenvironment.org/resources/publication/green-customs-guide-multilateral-environmental-agreements-2018
https://www.unodc.org/elearning/en/courses/course-catalogue.html#M
http://www.wcoomd.org/en/about-us/wco-regional-bodies/regional_training_centres.aspx
http://www.wcoomd.org/en/about-us/wco-regional-bodies/regional_training_centres.aspx
http://www.wcoomd.org/en/about-us/wco-regional-bodies/cb_regional_offices.aspx
http://www.wcoomd.org/en/about-us/wco-regional-bodies/cb_regional_offices.aspx
https://clikc.wcoomd.org/
https://clikc.wcoomd.org/
https://www.unodc.org/unodc/en/ccp/ccp-key-activities.html
https://www.unodc.org/unodc/en/ccp/ccp-key-activities.html


Region Type Brief Summary Tool Name

Resources for Airlines, Logistics Companies & Broader Transport Sector

Africa, Americas, 
Asia Pacific, 
Europe, Middle 
East, & South/
Central Asia

Training modules • Information on risks/impacts of IWT and how wildlife is 
smuggled through aviation;

• Red flags helping to identify traffickers;

• Safe handling and reporting of trafficked wildlife; 

• Materials are region-specific while a global training module on 
wildlife trafficking awareness is available too.

ROUTES General 
Awareness Training 
Modules (USAID)

International E-learning courses • Information related to air transport roles that are the most 
likely to encounter and identify possible instances of wildlife 
trafficking. 

ROUTES Role-specific 
Training (USAID)

• Information to aviation staff on IWT, routes, risks to the aviation 
industry, and methods for preventing and reporting IWT.

IATA E-Learning Module

Etihad Airways E-learning 
Course

E-learning courses • Information on IWT for freight forwarders; 

• Red flags freight forwarders might encounter;

• Wildlife trafficking prevention guidelines.

FIATA Prevention of Wildlife 
Trafficking course

Manual • Guidelines for air transport staff on assisting law enforcement in 
combating wildlife trafficking. 

ROUTES Airport Training 
Manual (USAID)

Publications • Web portal providing guidance and resources facilitating 
disruption of wildlife trafficking activities across the transport 
sector.

USAID Reducing 
Opportunities for Unlawful 
Transport of Endangered 
Species (ROUTES) 
Partnership

Wildlife Crime & Forensics Resources for Wildlife Regulatory Agencies & Investigators

UK, Europe, 
Southern Africa, 
and Southeast 
Asia

Web portal, 
publications

• Wildlife forensic sampling; 

• Use of forensic science in wildlife crime investigation;

• Financial support and forensic tests in the UK.

PAW Forensic Working 
Group (TRACE)

International Training programs • Regional programs by U.S. government for Africa, Asia, Europe, 
and Latin America;

• Wildlife trafficking detection and investigation support 
(classroom & hands-on training).

Wildlife Trafficking 
Investigators Program (ILEA)

Publication/manual • Practical guidance and indicators representing critical areas 
for monitoring to determine the effectiveness of a national law 
enforcement response to wildlife crime.

ICCWC Indicator Framework 
for Combating Wildlife and 
Forest Crime

• Overview of major issues related to environmental offenses 
and for analyzing preventive and criminal justice responses to 
wildlife and forest offenses in a given country.

ICCWC Wildlife and Forest 
Crime Analytic Toolkit

Online field guide • Quick-reference guide for wildlife crime investigation and 
related procedures.

Wildlife and Forest Crime: 
A Field Guide for Frontline 
Officers (UNODC)
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https://routespartnership.org/training-modules/general-training
https://routespartnership.org/training-modules/general-training
https://routespartnership.org/training-modules/general-training
https://routespartnership.org/training-modules/role-specific-training
https://routespartnership.org/training-modules/role-specific-training
https://media.iata.org/iata/wildlife-trafficking-training/story_html5.html?_ga=2.218513050.2018349719.1583243692-313542936.1583243692&lms=1
https://routespartnership.org/training-modules/industry-developed-training/etihad-airways-e-learning-course/illegal-wildlife-trade
https://routespartnership.org/training-modules/industry-developed-training/etihad-airways-e-learning-course/illegal-wildlife-trade
https://fiata.proversity.org/courses/course-v1:FIA+TRA001+2019/about
https://fiata.proversity.org/courses/course-v1:FIA+TRA001+2019/about
https://routespartnership.org/training-modules/general-training/supplementary-training-resources/routes-airport-training-manual.pdf/view
https://routespartnership.org/training-modules/general-training/supplementary-training-resources/routes-airport-training-manual.pdf/view
https://routespartnership.org/about-routes/routes
https://routespartnership.org/about-routes/routes
https://routespartnership.org/about-routes/routes
https://routespartnership.org/about-routes/routes
https://routespartnership.org/about-routes/routes
https://www.tracenetwork.org/pawforensics/
https://www.tracenetwork.org/pawforensics/
https://www.fws.gov/le/pdf/9-6-13-ILEA-CI-Training.pdf
https://www.fws.gov/le/pdf/9-6-13-ILEA-CI-Training.pdf
https://cites.org/sites/default/files/eng/prog/iccwc/ICCWC-Ind-FW-ASSESSMENT-GUIDELINES-FINAL.pdf
https://cites.org/sites/default/files/eng/prog/iccwc/ICCWC-Ind-FW-ASSESSMENT-GUIDELINES-FINAL.pdf
https://cites.org/sites/default/files/eng/prog/iccwc/ICCWC-Ind-FW-ASSESSMENT-GUIDELINES-FINAL.pdf
https://www.unodc.org/documents/Wildlife/Toolkit_e.pdf
https://www.unodc.org/documents/Wildlife/Toolkit_e.pdf
https://fieldguides.github.io/guide03/en/
https://fieldguides.github.io/guide03/en/
https://fieldguides.github.io/guide03/en/


Region Type Brief Summary Tool Name

Legislation Resources for Policymakers & Wildlife Management Authorities

International Publication/manual • Technical assistance tool to support states in reviewing and 
amending existing legislation and adopting new legislation 
against wildlife crime.

Guide on Drafting 
Legislation to Combat 
Wildlife Crime (UNODC)

• Guide to corruption risk management (including corruption risk 
assessment, preventive measures to mitigate corruption risks, 
corruption monitoring).

Scaling Back Corruption. 
A Guide on Addressing 
Corruption for Wildlife 
Management Authorities 
(UNODC)

• Identification of gaps in existing legislation and its 
implementation; 

• Assistance with formulation and development of technical 
assistance projects.

Implementation of the 
United Nations Convention 
against Transnational 
Organized Crime: Needs 
Assessment Tools (UNODC)

Database • Information service aiming to build capacity worldwide by 
providing free access to wildlife-related legislation and case-law.

Wildlex (IUCN)

Europe Publication • Overview of the wildlife crime state in Europe;

• Policy recommendations (in accordance with EU Action Plan).

Wildlife Crime Study for 
ENVI Committee 

Wildlife Trade Resources for Conservation Practitioners & Institutions

International Publication • Overview of the major types of publicly available as well as 
restricted resources and tools for combating illegal wildlife 
trade;

• Provides 14 recommendations and ultimately a wider 
awareness to support law enforcement activities at national and 
international level.

Tools and Resources to 
Combat Illegal Wildlife Trade 
(WBG)

• Open-source compilation of publications on wildlife trade and 
research library.

TRAFFIC Publication Open 
Source

E-learning • A series of 6 wildlife conservation courses, one of which is 
dedicated to understanding illegal wildlife trade.

Exploring Conservation 
(NGS, UfW, ZSL)

Demand Reduction Resources for NGOs & Government Agencies

International Web portal, 
publications

• Toolkit using a behavioral sciences approach to shifting 
consumer behaviors and reducing demand for illegally traded 
wildlife products.

Wildlife Consumer Behavior 
Change Toolkit (TRAFFIC, 
GIZ)

• Overview of different community engagement models (e.g., 
awareness-raising, conservation incentives) using factual case 
studies.

Conservation, Crime and 
Communities: case studies 
of efforts to engage local 
communities in tackling 
illegal wildlife trade (IIED)
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https://www.unodc.org/documents/Wildlife/Legislative_Guide.pdf
https://www.unodc.org/documents/Wildlife/Legislative_Guide.pdf
https://www.unodc.org/documents/Wildlife/Legislative_Guide.pdf
https://www.unodc.org/documents/Wildlife/19-08373_Scaling_Back_Corruption_ebook.pdf
https://www.unodc.org/documents/Wildlife/19-08373_Scaling_Back_Corruption_ebook.pdf
https://www.unodc.org/documents/Wildlife/19-08373_Scaling_Back_Corruption_ebook.pdf
https://www.unodc.org/documents/Wildlife/19-08373_Scaling_Back_Corruption_ebook.pdf
https://www.unodc.org/documents/Wildlife/19-08373_Scaling_Back_Corruption_ebook.pdf
https://www.unodc.org/documents/organized-crime/tools_and_publications/16-02938_eBook.pdf
https://www.unodc.org/documents/organized-crime/tools_and_publications/16-02938_eBook.pdf
https://www.unodc.org/documents/organized-crime/tools_and_publications/16-02938_eBook.pdf
https://www.unodc.org/documents/organized-crime/tools_and_publications/16-02938_eBook.pdf
https://www.unodc.org/documents/organized-crime/tools_and_publications/16-02938_eBook.pdf
https://www.wildlex.org/
https://www.europarl.europa.eu/RegData/etudes/STUD/2016/570008/IPOL_STU(2016)570008_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/STUD/2016/570008/IPOL_STU(2016)570008_EN.pdf
http://pubdocs.worldbank.org/en/389851519769693304/24691-Wildlife-Law-Enforcement-002.pdf
http://pubdocs.worldbank.org/en/389851519769693304/24691-Wildlife-Law-Enforcement-002.pdf
http://pubdocs.worldbank.org/en/389851519769693304/24691-Wildlife-Law-Enforcement-002.pdf
https://www.traffic.org/publications/
https://www.traffic.org/publications/
https://www.nationalgeographic.org/projects/exploring-conservation/#2
https://www.nationalgeographic.org/projects/exploring-conservation/#2
http://www.changewildlifeconsumers.org/
http://www.changewildlifeconsumers.org/
http://www.changewildlifeconsumers.org/
https://pubs.iied.org/14648IIED
https://pubs.iied.org/14648IIED
https://pubs.iied.org/14648IIED
https://pubs.iied.org/14648IIED
https://pubs.iied.org/14648IIED


Appendix 3: Stakeholder Guide 

The non-exhaustive list of organizations below has been provided to assist readers in identifying key stakeholders 
associated with the detection tools covered in this report.

The list below includes both stakeholders who have been mentioned in the report, as well as others. As you review the 
information provided, please note that many groups will be listed in multiple sections and may have potentially changed 
their approach since the publication of this report.  

Sniffer Dogs:
• African Wildlife Foundation - Canines 

for Conservation Program

• DiagNose

• Endangered Wildlife Trust

• Kenya Wildlife Service

• South African Revenue Service 
(SARS) Customs Department

• TRAFFIC

• United States Fish and Wildlife Service 
(USFWS) - Wildlife Detector Dog Program

• Working Dogs for Conservation (WD4C)

• World Wildlife Fund (WWF)

Information Sharing:
• INTERPOL

• TRAFFIC

• United for Wildlife Transport Taskforce

• United Nations Office on Drugs 
and Crime (UNODC)

• World Customs Organization (WCO)
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Technology-Based Detection Tools:
Scanning Equipment:
• Airports Company South Africa SOC Ltd

• Astrophysics Inc. 

• Leidos 

• Rapiscan Systems 

• Smiths Detection 

• United States Transportation 
Security Administration (TSA) 

• United Kingdom Border Force

• United States Customs and 
Border Protection (CBP)

Mobile Applications:
• iNaturalist / Seek

• National Geographic

• Wildlife Alert

• Wildlife Conservation Society (WCS)

• United States Department of Defense (DOD) 

• WIldlife Guardian

• Wildlife Conservation Society China 
(WCS - China)

• Wildlife Witness

• TRAFFIC

• Taronga Zoo

• WildScan

• Freeland 

• United States Agency for International 
Development (USAID)

Artificial Intelligence:
• Google 

• National Geographic Society 

• New England Aquarium - Anderson 
Cabot Center for Ocean Life 

• Wildlife Conservation Society (WCS)

• World Wildlife Fund (WWF)

• Nature Intelligence System

• Conservation International (CI)

• Microsoft

• Roger Williams University - Center for 
Economic & Environmental Development

• University of Massachusetts Boston 

• Project Seeker

• Microsoft

• UK & partner airports

• Project Vikela

• International Air Transport Association (IATA)

• Sandia National Laboratories

• South Africa Department of Forestry, 
Fisheries and the Environment (SA DFFE) 

• TRAFFIC 

• USAID Reducing Opportunities for 
Unlawful Transport of Endangered 
Species (ROUTES) Partnership
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Training Programs and Education Materials:
• Convention on International Trade in 

Endangered Species (CITES)

• Etihad Airways

• Freeland 

• Germany GIZ

• International Air Transport Association (IATA)

• International Consortium on Combating 
Wildlife Crime (ICCWC)

• International Federation of Freight 
Forwarders Associations (FIATA)

• International Institute of Environment 
and Development (IIED)

• International Union for Conservation 
of Nature  (IUCN)

• National Geographic Society

• Oxford Martin School

• South African Government

• Tools and Resources for Applied 
Conservation and Enforcement (TRACE)

• TRAFFIC

• United for Wildlife

• United Nations Environment Programme (UNEP)

• United Nations Office on Drugs 
and Crime (UNODC)

• United States Agency for International 
Development (USAID)

• United States Fish and Wildlife Service (USFWS)

• WildAid

• Wildlife Conservation Society (WCS)

• World Bank Group

• World Customs Organization (WCO)

• Zoological Society of London (ZSL)
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